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FIG. 8
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METHOD AND APPARATUS OF SCANNING
IN WIRELESS LOCAL AREA NETWORK
SYSTEM

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims the benefit of priority of Korean
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2011, Korean Patent Application No. 10-2011-0146052 filed
on Dec. 29, 2011, Korean Patent Application No. 10-2012-
0004095 filed on Jan. 12, 2012, Korean Patent Application
No. 10-2012-0005374 filed on Jan. 17, 2012, Korean Patent
Application No. 10-2012-0025299 filed on Mar. 13, 2012,
Korean Patent Application No. 10-2012-0026331 filed on
Mar. 15, 2012, Korean Patent Application No. 10-2012-
0074226 filed on Jul. 6, 2012, and Korean Patent Application
No. 10-2012-0150982 filed on Dec. 21, 2012, all of which are
incorporated by reference in its entirety herein.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to wireless communications,
and more particularly, to a scanning method in a wireless
local area network (WLAN).

2. Related Art

With the recent development of information communica-
tion technology, a variety of wireless communication tech-
niques are being developed. From among them, a WLAN is
technology for wirelessly accessing the Internet at homes or
companies or in specific service providing areas by using
portable terminals, such as a Personal Digital Assistant
(PDA), a laptop computer, and a Portable Multimedia Player
(PMP), based on radio frequency technology.

Communication in a WLAN according to the IEEE 802.11
standard is premised on that communication is made within
an area known as a basic service set (BSS). A BSS area may
change according to propagation characteristics of a wireless
medium, so a boundary thereof is somewhat indefinite. A BSS
may be basically classified into an independent BSS (IBSS)
and an infrastructure BSS. The IBSS refers to a BSS forming
a self-contained network in which an access to a distribution
system (DS) is not permitted, and the infrastructure BSS
refers to a BSS including one or more access points (APs), a
distribution system, and the like, in which an AP is used in
every communication process including communication
between stations (STAs).

When a STA wants to access a wireless network, the STA
may use two scanning methods including passive scanning
and active scanning to discover an accessible wireless net-
work (e.g., a BSS, an IBSS, etc.), namely, an AP to which the
STA is to be connected.

A passive scanning method uses a beacon frame transmit-
ted from an AP (or an STA). Namely, when an STA wants to
access a wireless network, the STA receives a beacon frame
periodically transmitted from an AP, or the like, that manages
the corresponding wireless network (e.g., a BSS, an IBSS,
etc.) to discover an accessible wireless network (e.g., a BSS,
an IBSS, etc.). In the case of passive scanning, the STA should
wait until when a beacon frame is transmitted from the AP, so
much time may be taken for the STA to discover the AP. In
general, a transmission period of a beacon frame is 100 ms.

According to an active scanning method, an STA, which
wants to access a wireless network, first transmits a probe
request frame and an AP (or an STA), which has received the
probe request frame, responds thereto by a probe response
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frame. Here, every AP, which has received the probe request
frame, responds by a probe response frame, flooding of probe
response frames occurs. Also, since the STA sequentially
scans every channel of a wireless medium, a scanning time
may be lengthened.

Thus, a scanning method for reducing flooding of probe
response frames and shortening time required for performing
scanning is required.

SUMMARY OF THE INVENTION

The present invention provides an active scanning method
and apparatus capable of shortening an initial link setup time
in a wireless local area network (WLAN) system.

The present invention also provides an active scanning
method and apparatus capable of reducing flooding of probe
response frames.

In an embodiment of the present invention, a scanning
method in a wireless local area network (WLAN) system is
provided. The method includes transmitting by a station a
probe request frame via a channel, and receiving by the sta-
tion a probe response frame from a target access point (AP) to
respond to the probe request frame. The probe request frame
includes at least one of information regarding a response
reception time and preference information regarding the tar-
get AP.

The information regarding a response reception time may
include information indicating a time that the station is avail-
able after transmission of the probe request frame to receive
the probe response frame as responses with respect to the
probe request frame, as being included in the probe request
frame by the station.

When the information regarding the response reception
time is included in the probe request frame, the station may
receive the probe response frame from the target AP during
the response reception time indicated in the probe request
frame, after transmitting the probe request frame.

The preference information regarding the target AP may
include at least one of first information indicating preference
with respect to high throughput (HT) capability of the target
AP which responds to the probe request frame and second
information indicating preference with respect to very high
throughput (VHT) capability of the target AP. In case that at
least one of the first information and second information is
included in the probe request frame, the station may receive
the probe response frame from the target AP satisfying the
first information and the second information.

The preference information regarding the target AP may
further include at least one of information indicating prefer-
ence with respect to access delay of the target AP, information
indicating preference with respect to link quality of the target
AP, information indicating preference with respect to an oper-
ating condition of the target AP, information indicating pref-
erence with respect to a network of the target AP, and infor-
mation indicating preference with respect to security of the
target AP. In case that the preference information regarding
the target AP is included in the probe request frame, the
station may receive the probe response frame from the target
AP satisfying the preference information regarding the target
AP.

When the station generates intermediate scanning results
with respect to the target AP and discovers an AP to be
associated based on the generated intermediate scanning
results, the station may instruct scanning abort in the middle
of the scanning.

The method may further include selecting by the station a
next channel to be scanned based on information regarding a
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neighbor AP included in the probe response frame. The infor-
mation regarding a neighbor AP includes at least one of an AP
channel report and a neighbor report.

The information regarding a response reception time may
further include information indicating a time at which the
station starts to receive the probe response frame. In case that
the information indicating a time at which the probe response
frame starts to be received is included in the probe request
frame, the station may receive the probe response frame from
the target AP during the response reception time indicated in
the probe request frame starting from the time at which the
probe response frame starts to be received that is indicated in
the probe request frame, after transmitting the probe request
frame.

The probe request frame may further include list informa-
tion regarding an AP which is to respond to the probe request
frame by using at least one of an SSID (Service Set Identifier),
a BSSID (Basic Service Set Identifier), an MESHID (Mesh
Identifier), an HESSID (Extended Service Set Identifier), and
a Network ID of the AP which should respond to the probe
request frame.

The probe request frame may further include list informa-
tion regarding an AP which should not respond to the probe
request frame by using at least one of an SSID (Service Set
Identifier), a BSSID (Basic Service Set Identifier), an
MESHID (Mesh Identifier), an HESSID (Extended Service
Set Identifier), and a Network ID of the AP which should not
respond to the probe request frame.

The probe request frame may include capability informa-
tion regarding the station, and the capability information
regarding the station may include at least one of extended
capability information, high throughput capability informa-
tion, very high throughput capability information, and secu-
rity capability information.

The method may further include discovering by the station
an AP to be associated by receiving at least one of short
beacon frames, measurement pilot frames, short probe
response frames, probe response frames transmitted in a
broadcast manner, and probe response frames transmitted
according to a request from other stations.

In another embodiment of the present invention, a scanning
method in a wireless local area network (WLAN) system is
provided. The method includes receiving by an access point
(AP) aprobe request frame from a station, and transmitting by
the AP a probe response frame to the station. The probe
request frame includes at least one of information regarding a
response reception time and preference information regard-
ing a target AP to respond to the probe request frame.

The information regarding a response reception time may
include information indicating a time that the station is avail-
able after transmission of the probe request frame to receive
the probe response frame as responses with respect to the
probe request frame by the station. In case that the informa-
tion regarding the response reception time is included in the
probe request frame, the AP transmits the probe response
frame to the station during the response reception time indi-
cated in the probe request frame.

The preference information regarding the target AP may
include at least one of first information indicating preference
with respect to high throughput (HT) capability of the target
AP which responds to the probe request frame and second
information indicating preference with respect to very high
throughput (VHT) capability of the target AP. In case that at
least one of the first information and second information is
included in the probe request frame, when the AP satisfies the
first information and the second information, the AP may
transmit the probe response frame to the station, and when the

10

15

20

25

30

35

40

45

50

55

60

65

4

AP does not satisfy the first information and the second infor-
mation, the AP may not transmit the probe response frame to
the station or transmits a null probe response frame to the
station.

The preference information regarding the target AP may
further include at least one of information indicating prefer-
ence with respect to access delay of the target AP, information
indicating preference with respect to link quality of the target
AP, information indicating preference with respect to an oper-
ating condition of the target AP, information indicating pref-
erence with respect to a network of the target AP, and infor-
mation indicating preference with respect to security of the
target AP. In case that the preference information regarding
the target AP is included in the probe request frame, when the
AP satisfies the preference information regarding a target AP,
the AP may transmit the probe response frame to the station,
and when the AP does not satisfy the preference information
regarding a target AP, the AP may not transmit the probe
response frame to the station or transmits a null probe
response frame to the station.

The probe response frame may include information regard-
ing a neighbor AP. The information regarding a neighbor AP
may include at least one of an AP channel report and a neigh-
bor report.

The information regarding a response reception time may
further include information indicating a time at which the
station starts to receive the probe response frame. In case that
the information indicating a time at which the probe response
frame starts to be received is included in the probe request
frame, the AP may not transmit the probe response frame to
the station until a time at which the probe response frame
starts to be received is reached, and may transmit the probe
response frame to the station during the response reception
time indicated in the probe request frame starting from the
time at which the probe response frame starts to be received
that is indicated in the probe request frame.

The probe request frame may include capability informa-
tion regarding the station, and the AP determines whether to
permit an association of the station thereto when the AP
receives an association request from the station based on the
capability information regarding the station. In case that the
AP decides to permit an association of the station thereto, the
AP transmits the probe response frame, and in case that the
AP decides not to permit an association of the station thereto,
the AP may not transmit the probe response frame to the
station or may transmit a null probe response frame to the
station.

The probe request frame may include at least one of list
information regarding an AP which should respond to the
probe request frame and list information regarding an AP
which should not respond to the probe request frame. In case
that at least one of the list information regarding an AP which
should response to the probe request frame and the list infor-
mation regarding an AP which should not respond to the
probe request frame is included in the probe request frame,
when the AP corresponds to the list regarding an AP which
should respond to the probe request frame, the AP may trans-
mit the probe response frame to the station, and when the AP
corresponds to the list regarding an AP which should not
respond to the probe request frame, the AP may not transmit
the probe response frame to the station.

Active scanning may be more effectively performed, so an
STA can rapidly discover an AP to be associated, shortening
an initial link setup time in a WLAN system. Flooding of
probe response frames is prevented, thus effectively perform-
ing active scanning. Also, the active scanning apparatus
according to an embodiment of the present invention is com-
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patible with existing legacy equipment, so there is no need to
modify hardware of existing equipment.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a view schematically illustrating an example of a
wireless local area network (WLAN) system to which an
embodiment of the present invention is applicable.

FIGS. 2 and 3 are flow charts illustrating an active scanning
method in a WLAN system.

FIGS. 4 and 5 are flow charts illustrating an active scanning
method in a WLAN system according to an embodiment of
the present invention.

FIG. 6 illustrates an example of information items included
in an inclusion list according to an embodiment of the present
invention.

FIG. 7 is a view illustrating an example of information
items included in an exclusion list according to an embodi-
ment of the present invention.

FIG. 8 is a view illustrating formats of information ele-
ments included in the inclusion list or the exclusion list
according to an embodiment of the present invention.

FIG. 9 illustrates an example of an extended inclusion list,
an extended exclusion list and a substring information field
format according to an embodiment of the present invention.

FIG. 10 illustrates another example of an extended inclu-
sion list, an extended exclusion list, and a substring informa-
tion field format.

FIG. 11 is a view illustrating an example of information
included in the capability filter information (CapabilityFilter-
Info) element.

FIG. 12 illustrates an example of a filter preference field
format included in the capability filter information (Capabili-
tyFilterlnfo) element.

FIG. 13 illustrates an example of a security capability
element field format included in a capability filter informa-
tion (CapabilityFilterInfo) element according to an embodi-
ment of the present invention.

FIG. 14 illustrates another example of capability filter
information (CapabilityFilterInfo) using an RSN information
element according to an embodiment of the present invention.

FIG. 15 illustrates another example of a security capability
element field format included in a capability filter informa-
tion (CapabilityFilterInfo) element according to an embodi-
ment of the present invention.

FIG. 16 illustrates another example of a security capability
element field format included in a capability filter informa-
tion (CapabilityFilterInfo) element according to an embodi-
ment of the present invention.

FIG. 17 illustrates another example of the capability filter
information (CapabilityFilterInfo) element according to an
embodiment of the present invention.

FIG. 18 illustrates another example of capability filter
information (CapabilityFilterInfo) according to an embodi-
ment of the present invention.

FIG. 19 illustrates another example of capability filter
information (CapabilityFilterInfo) according to an embodi-
ment of the present invention.

FIG. 20 illustrates another example of a Filtering Prefer-
ence field format included in a capability filter information
(CapabilityFilterInfo) element according to an embodiment
of the present invention.

FIG. 21 illustrates an example of information included in
an AP operating condition preference element according to an
embodiment of the present invention.
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FIG. 22 illustrates an example of information included in
an AP network preference element according to an embodi-
ment of the present invention.

FIG. 23 is a view illustrating an example of a Timeout
Interval element and a Probe Response listen start interval
element according to an embodiment of the present invention.

FIG. 24 is a flow chart illustrating a process of performing
active scanning by an STA that transmits a probe request
frame according to an embodiment of the present invention.

FIG. 25 is a flow chart illustrating a process of performing
active scanning by an AP which receives a probe request
frame according to an embodiment of the present invention.

FIG. 26 is a block diagram of a wireless device to which an
embodiment of the present invention is applicable.

DESCRIPTION OF EXEMPLARY
EMBODIMENTS

Hereinafter, some embodiments of the present invention
are described in detail with reference to the accompanying
drawings in order for those skilled in the art to be able to
readily implement the invention. Furthermore, the present
invention is not limited to the following embodiments and
may be modified in various ways within the scope of the
technical spirit of the present invention.

Elements described in this specification may include addi-
tional elements other than elements to be described later, at
need, and a detailed description of parts not directly related to
the present invention or redundant parts is omitted. Further-
more, when it is said that any part includes (or comprises) any
element, it means the part does not exclude other elements
and may further include other elements.

FIG. 1 is a view schematically illustrating an example of a
wireless local area network (WLAN) system to which an
embodiment of the present invention is applicable.

Referring to FIG. 1, 2a WLAN system includes one or more
basic service sets (BSSs). A BSS refers to a set of stations
(STAs) that can communicate with each other in synchroni-
zation, rather than a concept indicating a particular area. A
BSS may be classified into an infrastructure BSS and an
independent BSS (IBSS), and FIG. 1 illustrates an infrastruc-
ture BSS.

An infrastructure BSS (BSS1 and BSS2) may include one
or more non-AP stations (STA1, STA3, STA4), an access
point (AP) providing a distribution service (DS), and a dis-
tribution system (DS) connecting a plurality of APs (AP1 and
AP2). In the infrastructure BSS, the AP STA may manage the
non-AP STAs of the BSS.

Meanwhile, the IBSS is a BSS operating in an ad-hoc
mode. The IBSS does not include an AP, so it cannot be a
centralized management entity performing a management
function at the center. In the IBSS, every STA may be con-
figured as a mobile station, and the IBSS establishes a self-
contained network, not allowing an access to a distribution
system (DS).

A station (STA) is a certain functional medium including a
medium access control (MAC) following the stipulation of
the IEEE 802.11 standard and a physical layer interface with
respect to a wireless medium. A station includes both AP and
non-AP stations in a broad sense. A station for wireless com-
munication may include a processor and a transceiver, and
may further include a user interface, a display unit, and the
like. The processor, a function unit devised to generate a
frame to be transmitted via a wireless network or process a
frame received via the wireless network, performs various
functions to control a station. The transceiver, which is func-
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tionally connected with the processor, is configured to trans-
mit and receive frames via the wireless network for the sta-
tion.

Among the stations STAs, mobile terminal manipulated by
a user are non-AP STA (STA1, STA3, STA4, STAS). The
non-AP STA may be referred to by other names such as
terminal, wireless transmit/receive unit (WTRU), user equip-
ment (UE), mobile station (MS), mobile terminal, mobile
subscriber unit, or the like.

The APs (AP1 and AP2) are functional entities for provid-
ing an access to the DS by way of a wireless medium for an
STA (Associated Station) associated thereto. In the infra-
structure BSS including the APs, in principle, communica-
tions between non-AP STAs are made by way of the APs, but
when a direct link has been established (e.g., when a DLS or
TDLS service is supported), the non-AP STAs can directly
communicate with each other. The AP may also be called by
other names such as centralized controller, base station (BS),
node-B, base transceiver system (BTS), site controller, and
the like.

A plurality of infrastructure BSSs may be connected via
the DS. The plurality of BSSs connected via the DS is called
an extended service set (ESS). STAs included in the ESS may
communicate with each other, and a non-AP STA may move
from one BSS to another BSS within the same ESS while
seamlessly performing communication.

The DS is a mechanism allowing one AP to communicate
with another AP. Through the DS, an AP may transmit a frame
for STAs associated to the BSS managed by the AP, transfer a
frame when one STA moves to another BSS, or transmit or
receive frames to and from an external network such as a
wireline network. The DS may not be necessarily a network.
Namely, the DS is not limited to any form so long as it can
provide a certain distribution service stipulated in the IEEE
802.11 standard. For example, the DS may be a wireless
network such as a mesh network or a physical structure con-
necting the APs.

FIGS. 2 and 3 are flow charts illustrating an active scanning
method in a WLAN system. FIG. 2(a) is a flow chart illus-
trating a process of performing active scanning on one chan-
nel in the WLAN system, and FIG. 2(b) is a flow chart illus-
trating a process of performing active scanning on a plurality
of channels in the WLAN system.

Referring to FIGS. 2 and 3, when an STA wants to access
a WLAN system such as the ESS illustrated in FIG. 1, the
STA transmits a probe request frame to each channel of the
WLAN system in a unicast manner or a broadcast manner.
Here, the STA detects a state of one channel during a mini-
mum channel time (MinChannelTime). Namely, the STA
detects whether the channel is active or inactive. If the STA
does not detect activity of one channel during the minimum
channel time (channel 2, channel 4, or the like, illustrated in
FIG. 2(b)), the STA regards the channel as being inactive and
scans another channel. Meanwhile, when the STA detects
activity of one channel within the minimum channel time, the
STA waits to receive (a) probe response frame(s) in the chan-
nel during max channel time (MaxChannelTime) which is
longer than the minimum channel time. When the maximum
channel time is reached, the STA processes probe response
frames received up to that time, and scans a next channel in
the same manner as described above. In this manner, the STA
may select an AP based on the scanning results with respect to
respective channels of the WLAN system.

As described above, in the existing active scanning
method, when the STA broadcasts the probe request frame to
each channel, the STA generally does not have accurate infor-
mation regarding a service set identifier (SSID), or the like, of

20

30

40

45

8

an AP to which the STA wants to be connected, the STA uses
a wild card SSID. Here, all the APs, which have received the
probe request frame from the STA, respond by a probe
response frame, respectively, flooding of the probe response
frames occurs.

Also, since the STA sequentially scans all the channels
during a predetermined period of time regardless of particular
information included the probe response frames ofthe APs, a
scanning time is lengthened to result in a lengthened initial
link setup time for the STA to be connected to the WLAN
system. As illustrated in FIG. 2(5), although the STA discov-
ers an AP appropriate to be associated according to the result
of'scanning of channel 1, the STA scans up to a final channel,
so the scanning time may be lengthened more than necessary.

Meanwhile, when the AP receives the probe request frame
from the STA, the AP unconditionally transmits a probe
response frame without consideration of whether to associate
the corresponding STA, whether the STA, which transmitted
the probe request frame, is in a state of being able to receive
a probe response frame, and the like.

For example, as illustrated in FIG. 2(b), for example, in
case that APs such as AP 1-2, AP 1-3, AP 3-3, or the like,
receive the probe request frame from the STA not supporting
capability requested by the APs, although the STA requests
association to the APs such as AP 1-2, AP 1-3, and AP 3-3
afterwards, the APs will not permit association of the STA
thereto, but the APs transmit a probe response frame to the
STA. Such a probe response frame is an unnecessary packet
transmission, and although the STA selects the APs and
requests an association thereto, the association request will be
rejected by the APs, so the probe response frame causes delay
in an association process.

Also, as illustrated in FIG. 3, when the APs unconditionally
transmit probe response frames to the STA without consider-
ing whether the STA, which has transmitted the probe request
frame, is in a state of being able to receive the probe response
frames, flooding of the probe response frames may further
caused. The STA, which has transmitted the probe request
frame, receives the probe response frames from the APs dur-
ing a maximum channel time in the corresponding channel,
and when the maximum channel time has passed, the STA
scans a next channel, so the STA cannot receive a probe
response frame transmitted via the corresponding channel
after the maximum channel time. However, in the existing
active scanning method, as mentioned above, the AP trans-
mits the probe response frame without consideration of a state
of the STA which has transmitted the probe request frame,
and when the maximum channel time has passed, the probe
response frame is not received by the STA which has trans-
mitted the probe request frame. Since the probe response
frame is transmitted in a unicast manner, if it is not received
by the corresponding STA, the AP, which has transmitted the
probe response frame, retransmits a probe response frame.
Here, if the maximum channel time has passed, the corre-
sponding STA cannot receive the retransmitted probe
response frame. Thus, the AP keeps transmitting of the probe
response frame, causing serious frame response flooding.

Hereinafter, an effective active scanning method capable of
reducing probe response flooding and shortening a scanning
time by solving the problem of the existing active scanning
method as described above will be described.

FIGS. 4 and 5 are flow charts illustrating an active scanning
method in a WLAN system according to an embodiment of
the present invention. The flow charts between the STA and
the APs may be a procedure performed between a non-AP
STA and APs constituting an infrastructure BSS, but obvi-
ously, the present invention is not limited thereto. For
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example, the present embodiment may be applied in the same
or equal manner to an operation between non-AP STAs con-
stituting an IBSS, an operation between mesh points (MPs)
constituting a mesh network system, and even an operation
between terminals or between a terminal and a base station
constituting a different wireless communication system,
except for a case which is not available in essence.

Referring to FIGS. 4 and 5, the STA transmits a probe
request frame including a list indicating information regard-
ing a response-target AP via a channel in a broadcast manner
or a unicast manner (S400). In response thereto, the STA
receives probe response frames from an AP based on the list
indicating information regarding the response target AP
included in the probe request frame (S410).

The list indicating information regarding the response tar-
get AP may include information regarding a response target
AP which is to respond to the probe request frame, and the list
may be configured by using at least one of an SSID (Service
Set Identifier), a BSSID (Basic Service Set Identifier), an
MESHID (Mesh Identifier), an HESSID (Extended Service
Set Identifier), and a network ID of a response target AP. For
example, the list indicating information regarding a response
target AP may be included in the probe request frame by using
an inclusion list as described hereinafter, and details thereof
will be described later.

For example, as illustrated in FIG. 4, the STA may broad-
cast a probe request frame including a list (e.g., an inclusion
list) indicating information regarding a response target AP via
achannel 1. When an AP (e.g.,, AP1-1, AP 1-2, ..., AP 1-n),
which has received the probe request frame, corresponds to
the list indicating information regarding the response target
AP included in the probe request frame, the corresponding AP
(e.g., AP1-1, etc.) may transmit a probe response frame to the
STA.

Also, besides the list indicating information regarding the
response target AP as described above, the probe request
frame may include a list indicating information regarding a
response non-target AP which should not respond to the probe
request frame. For example, the list indicating information
regarding a response non-target AP may be included in the
probe request frame by using an exclusion list as described
hereinafter, and the exclusion list may be configured by using
at least one of an SSID (Service Set Identifier), a BSSID
(Basic Service Set Identifier), an MESHID (Mesh Identifier),
an HESSID (Extended Service Set Identifier), and a network
ID of a response non-target AP. Details thereof will be
described later.

For example, as illustrated in FIG. 4, the STA may broad-
cast a probe request frame including a list (e.g., an exclusion
list) indicating information regarding a response non-target
AP via the channel 1. When an AP (e.g., AP 1-1, AP
1-2,...,AP 1-n), which has received the probe request frame,
corresponds to the list indicating information regarding a
response non-target AP included in the probe request frame,
the corresponding AP does not transmit a probe response
frame to the STA.

As described above, the probe request frame according to
an embodiment of the present invention may include one of
the list indicating information regarding a response target AP
and the list indicating information regarding a response non-
target AP, and may include both the list indicating informa-
tion regarding a response target AP and the list indicating
information regarding a response non-target AP and may be
transmitted.

The probe request frame according to an embodiment of
the present invention may include capability information
regarding a station or preference information regarding a
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response target AP, as well as the list (e.g., an inclusion list)
indicating information regarding a response target AP and the
list (e.g., an exclusion list) indicating information regarding a
response non-target AP as described above.

The capability information regarding a station may include
at least one of extended capability information regarding a
station, high throughput (HT) capability information, very
high throughput (VHT) capability information, and security
capability information. The preference information regarding
a response target AP may include at least one of security
preference information regarding a response target AP, capa-
bility preference information regarding a response target AP,
Internet access preference information, operating condition
preference information regarding a response target AP, and
network preference information.

Referring to FIG. 4, the STA transmits a probe request
frame including at least one of capability information regard-
ing a station and preference information regarding a response
target AP via a channel (S420). In response thereto, the STA
receives a probe response frame from the AP satisfying the
information (capability information regarding a station or
preference information regarding a response target AP)
included in the probe request frame (S430). Based on the
capability information regarding a station and the preference
information regarding a response target AP, when the AP,
which has received the probe request frame, receives an asso-
ciation request from the STA afterwards, it may not permit an
association of the STA, or if capability of the station or pref-
erence regarding a response target AP is not satisfied, the AP
may not transmit a probe response frame to the STA or trans-
mit a null probe response frame to the STA (S435).

For example, the STA may transmit a probe request frame
including capability information regarding a station or pref-
erence information regarding a response target AP via a chan-
nel 3. Upon receiving the probe request frame, when the AP
(e.g., AP 3-1, AP 3-2, . . ., AP 3-n) satisfies the capability
information regarding a station and the preference informa-
tion regarding a response target AP based on the information
included in the probe request frame, the AP may transmit a
probe response frame to the STA. If the AP (e.g., AP 3-1, AP
3-2,..., AP 3-n), which has received the probe request frame,
receives an association request from the STA afterwards and
the AP will not permit an association of the STA because the
capability of the STA is not sufficient, the AP may not trans-
mit a probe response frame or may transmit a null probe
response frame to indicate that the STA cannot be associated.
Also, when the AP, which has received the probe request
frame, cannot satisfy preference of the STA, namely, prefer-
ence with respect to a response target AP, the AP may not
transmit a probe response frame or may transmit a null probe
response frame to indicate that the STA cannot be associated.

Meanwhile, in the case of the existing active scanning
method, the STA should sequentially perform scanning on
every channel unconditionally up to a predetermined time,
the scanning time may be lengthened more than necessary.

However, in the case of the active scanning method accord-
ing to an embodiment of the present invention, as illustrated
in FIG. 4, the STA generates an intermediate scanning result
during scanning and returns it, and when an AP appropriate to
be associated is discovered from the intermediate scanning
result, the STA may instruct scanning abort (S440). Thus,
when the STA discovers an appropriate AP, it may perform
scanning abort during scanning, shortening a scanning time.

For example, a service primitive such as “MLME-SCAN-
ABORT.request( )” may be included in the IEEE 802.11
standard. The active scanning process performed by the STA
may be aborted by using the service primitive. Also, by
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extending a “MLME-SCAN.confirm( )” service primitive, an
intermediate scanning result may be returned during active
scanning to allow the STA to check APs discovered up to a
particular timing. Even after the STA instructs scanning abort
during active scanning, information regarding an AP discov-
ered up to the abort timing is returned. Here, when the STA
receives a null probe response frame, the “MLME-SCAN-
.confirm( )” service primitive may transfer the information
together, and if a response code is received together, the
“MLME-SCAN.confirm( )” service primitive may also trans-
fer the particulars so that MESHID, BSSID, or the like, of the
AP (or STA) which has transmitted the null probe response
frame may be removed from the inclusion list and may be
included in the exclusion list so as to be excluded from probe
response targets in a next scanning session. When an appro-
priate AP is discovered from the intermediate scanning result
returned during the active scanning as described above, the
STA may instruct scanning abort and select an AP to be
associated by using AP information discovered up to the abort
timing.

Also, in the active scanning method according to an
embodiment of the present invention, a selective scanning
method whereby a channel having a high likelihood of having
an AP is preferentially scanned to rapidly discover an appro-
priate AP is provided.

Referring to FIG. 4, the STA selects a next channel to be
scanned based on the information included in the received
probe response frame. The probe response frame may include
neighbor AP information such as an AP channel report ele-
ment, a neighbor report element, or the like. The AP channel
report element is an element defined in the IEEE 802.11k
technology, which includes a list of channels in which the
STA has high probability of discovering an AP.

For example, after the STA transmits a probe request frame
with respect to a first channel at an initial stage of active
scanning, if a probe response frame received from an AP
includes an AP channel report element, a neighbor report
element, or the like, the channels reported to be included in
the element have a high probability of having APs. Thus,
when the STA selects a channel to be scanned next from the
list of channels on which the STA performs active scanning,
the STA preferentially selects a channel included in the AP
channel report element or a neighbor report element. Also, the
STA checks an AP channel report element of a probe response
frame received via scanned channel each time, and first scans
achannel (i.e., a channel on the channel list undergoing active
scanning, which has not been scanned yet) among channels
included therein. Namely, the STA preferentially uses chan-
nel information of an AP channel report element included in
the most recently received probe response frame. When a
channel to be selectively scanned is selected, an appropriate
AP can be more quickly discovered, and when an appropriate
AP is discovered, scanning abort may be instructed to abort
scanning.

Also, a field for inferring a channel around an AP, location
information, and the like, as well as a neighbor report ele-
ment, may be included in a probe response frame and trans-
mitted. The neighbor report element includes a BSSID, capa-
bility, channel information with respect to a neighbor AP
present in the vicinity of an AP which has transmitted a probe
response frame. A channel to be selectively scanned may be
selected based on the information regarding the neighbor AP
such as the neighbor report element, or the like. Also, based
on information included in information regarding a neighbor
AP received in a probe response frame such as a neighbor
report element, or the like, when the STA determines that the
AP satisfies capability with respect to a station or preference
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with respect to a response target AP as describe above, the
STA may immediately request association from the corre-
sponding AP.

Also, the STA may first selectively perform scanning on a
channel having an AP in a position near the STA with refer-
ence to location related information such as a location param-
eter element, a measurement report element, or the like.

As described above, in an additional method besides the
selective scanning using a probe response frame, in case of
using 2.4 GHz, a channel which is frequently used in general
may be preferentially scanned. For example, in a 2.4 GHz
WLAN, channels 1, 6, and 11 are most frequently used, so the
channels 1, 6, and 11 may be preferentially scanned.

In another additional method, a short beacon such as a
measurement pilot frame may be used. The measurement
pilot frame is smaller than a beacon and frequently transmit-
ted. Although the STA is in the course of active scanning, if it
receives the measurement pilot frame, the STA may prefer-
ably scans the channel because an AP surely exists in the
channel included in the measurement pilot frame. Or, since
the measurement pilot frame includes information regarding
an BSSID and basic information regarding an AP, if the STA
determines that it can be associated with the corresponding
AP based on the information, the STA may abort the currently
performed scanning at an early stage through a scanning abort
instruction. If the information included in the measurement
pilot frame is not sufficient for the STA to determine whether
to be associated with an AP, the STA may wait for a beacon
frame transmitted from the AP which has transmitted the
measurement pilot frame immediately after the measurement
pilot frame is received, to additionally search for information
included in the beacon frame, and perform association based
on the searched information.

Also, a duration up to a next full beacon or a broadcast
probe response frame may be indicated in a measurement
pilot frame, other short beacon type information, or a short
probe response frame. Here, when the STA requires addi-
tional information, it may await till the indicated duration and
request additional information required for an association
from a full beacon or a broadcast probe response frame. Since
the STA may accurately know duration information up to a
next full beacon or a broadcast probe response frame, it may
be in power save mode in the duration.

Also, the STA may refer to a probe response frame
requested by a different STA. In particular, in case that a
different STA transmits a probe request frame in a broadcast
manner, when a probe response frame is received in response
thereto, the STA may obtain information regarding an AP
with reference to information included in the received probe
response frame. The STA may immediately be associated
with the corresponding AP if it is possible based on the
obtained information regarding the AP or may transmit a
probe request frame to the corresponding AP in a unicast
manner to more quickly perform scanning.

As described above, when the selective scanning method
according to an embodiment of the present invention is used
in association with the foregoing scanning abort function, a
scanning time can be remarkably reduced.

Meanwhile, a probe request frame according to an embodi-
ment of the present invention may include information
regarding a response reception time.

The information regarding response reception time may
include information indicating a duration in which a station
may receive a probe response frame as aresponse to the probe
request frame on one channel. For example, the information
regarding a response reception time may be included in a
probe request frame by using a timeout interval information
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element or a probe response deadline interval information
element indicating a duration in which a probe response
frame may be received, and details thereof will be described
later.

Referring to FIG. 5, the STA transmits a probe request
frame including information regarding a response reception
time, i.e., information (e.g., a timeout interval element) indi-
cating a duration in which the probe response frame may be
received, via a channel (8500). Upon receiving it, an AP (or a
mesh STA, an STA of IBSS) checks information regarding a
response reception time (e.g., a timeout interval element), and
when it is a duration in which a probe response frame may be
received, the AP transmits a probe response frame (S510).
Meanwhile, when the duration in which the probe response
frame may be received has passed, the AP does not transmit a
probe response frame (S520).

According to an embodiment of the present invention, the
STA clarifies a duration in which the STA, which transmits a
probe request frame, may be able to actually receive a probe
response frame, in the probe request frame, so that APs may
transmit a probe response frame only in the corresponding
duration. Thereafter, when the duration clarified in the probe
request frame, i.e., the duration in which the probe response
frame may be received has lapsed, since the APs do not
transmit probe response frames, flooding of probe response
frames as mentioned above does not occur.

The existing minimum channel time and maximum chan-
nel time are determined by the STA which transmits the probe
request frame, but the information on them are not transmit-
ted to the AP (or STA) which receives the probe request
frame. Thus, in an embodiment of the present invention, the
STA, which transmits a probe request frame, determines a
duration (e.g., a timeout interval) in which it may receive a
probe response frame in consideration of its minimum chan-
nel time and a maximum channel time, and includes the
determined duration in a probe request frame, and the dura-
tion is transmitted to the APs (or STAs). For example, the
timeout interval may be determined as expressed by Equation
1 shown below.

MinChannel Time<=Timeout

Interval<=MaxChannel Time [Equation 1]

Here, when an AP (or STA) receives a probe request frame
including information regarding a duration (e.g., a timeout
interval) in which a probe response frame may be received as
determined by Equation 1, it transmits a probe response frame
to the STA from a timing at which the probe request frame is
received to a timing at which the probe response frame recep-
tion-available duration (e.g., the timeout interval) has not
lapsed, and when the duration has passed, the AP does not
transmit a probe response frame. Also, in the case that the AP
retransmits a probe response frame, the AP retransmits the
probe response frame up to a timing at which the probe
response frame reception available duration (e.g., the timeout
interval) has not lapsed, and when the timeout interval has
lapsed, the AP does not retransmit a probe response frame.

In general, when the STA transmits a probe request frame,
it listens to a corresponding channel immediately after the
probe request frame is transmitted. However, in some cases,
the STA may want to receive a probe response frame by
starting listening with some delay, rather than immediately
receiving a probe response frame. In this case, the probe
request frame may further include information indicating a
time at which the STA starts to receive a probe response frame
in the probe request frame, in addition to the information
indicating the probe response frame reception available dura-
tion (e.g., the timeout interval). For example, the information
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indicating a time at which a probe response frame starts to be
received may be included in a probe request frame by using a
probe response listen start interval element, and details
thereof will be described later.

For example, when only the information indicating the
probe response frame reception available duration (e.g., the
timeout interval) is included in the probe request frame and
transmitted, the STA, which has transmitted the probe request
frame, receives a probe response frame in the probe response
frame reception available duration immediately after the
probe request frame is transmitted, and the AP may transmit
a probe response frame only in the probe response frame
reception available duration (e.g., the timeout interval).

Meanwhile, when information indicating a time at which a
probe response frame starts to be received together with infor-
mation indicating the probe response frame reception avail-
able duration is included in a probe request frame and trans-
mitted, the STA, which has transmitted the probe request
frame, starts to listen to a probe response frame starting from
atiming at which a probe response frames starts to be received
as indicated in the probe request frame (e.g., a probe response
listen start interval) after transmitting the probe request
frame. The STA receives a probe response frame in the probe
response frame reception available duration (e.g., the timeout
interval) from a timing at which listening starts, and the AP
transmits a probe response frame in the probe response frame
reception available duration (e.g., the timeout interval) start-
ing from a timing indicated by the time in the probe request
frame at which a probe response frame starts to be received
(e.g., the probe response listen start interval). The AP does not
transmit a probe response frame before the time at which a
probe response frames starts to be received indicated in the
probe request frame. (e.g., the probe response listen start
interval).

FIG. 6 illustrates an example of information items included
in an inclusion list according to an embodiment of the present
invention.

The inclusion list includes information regarding a
response target AP which is to respond to the probe request
frame as described above. Namely, the inclusion list may
include at least one of an SSID (Service Set Identifier), a
BSSID (Basic Service Set Identifier), an MESHID (Mesh
Identifier), an HESSID (Extended Service Set Identifier), and
anetwork ID of an AP (or an STA) which is to respond to the
probe request frame.

The inclusion list may be used by defining an information
element, and it is merely an example and may be included in
the form of a subfield in a probe request frame. Alternatively,
the inclusion list may be included in the form of a subfield in
a third information element or field, and the corresponding
information element or field may be included in a probe
request frame. In the description of the present disclosure, the
order of the respective fields of a length thereof is merely
illustrative and may be appropriately modified to be used, and
some fields may be added or deleted as necessary.

As illustrated in FIG. 6(a), an inclusion list element 610
may include Element ID indicating an element identification
value, Length indicating a length of the inclusion list, BSSID
List indicating a list of BSSID elements with respect to BSSs
which should transmit a response with respect to a probe
request frame, MESHID List indicating a list of MESHID
elements with respect to mesh STAs which should transmit a
response with respect to a probe request frame, HESSID List
indicating a list of HESSID elements with respect to STAs
which should transmit a response with respect to a probe
request frame, and other Network identifier List indicating a
network identification value.
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Here, the Length field may be a value indicating a length of
the inclusion list by octet, and the length may be variable. The
Other Network identifier List field may be a list of values
identifying networks such as a roaming consortium organi-
zation identifier, a roaming consortium element, or the like,
defined in the IEEE 802.11u technology. For example, a
roaming consortium element including information regard-
ing a roaming consortium to which an STA has joined may be
defined as illustrated in FIG. 6(5) so as to be used.

Referring to FIG. 6(b), the roaming consortium element
620 may include Number of ANQP Ols indicating a number
of roaming consortium OI (Organization Identifier), OI #1
and #2 Lengths indicating a length of OI (Organization Iden-
tifier), and OI #1, Ol #2 and OI #3 indicating an ID of a
roaming consortium.

Here, when a single roaming consortium is designated,
only one OI (Organization Identifier), rather than information
element form as illustrated in F1G. 6(b), may be included inan
inclusion list or an exclusion list, and a plurality of OI (Orga-
nization Identifier) may be included in the form of a subfield,
rather than in the form of an information element, in the
inclusion list or exclusion list.

Also, as illustrated in FIG. 6(c), the inclusion list element
630 may further include an SSID List field. In this case, the
inclusion list element 630 is the same as the format of the
exclusion list. The APs (or STAs) included in the existing
SSID List may be included in the SSID List of the inclusion
list element 630, or the APs (or STAs) included in the existing
SSID List may not be used and only the APs (or STAs)
included in the SSLID List of the inclusion list element 630
according to an embodiment of the present invention may be
used.

FIG. 7 is a view illustrating an example of information
items included in an exclusion list according to an embodi-
ment of the present invention.

The exclusion list includes information regarding a
response non-target AP which should not respond to a probe
request frame as described above. Namely, the exclusion list
includes at least one of an SSID (Service Set Identifier), a
BSSID (Basic Service Set Identifier), an MESHID (Mesh
Identifier), an HESSID (Extended Service Set Identifier), and
a network 1D of a response non-target AP (or STA) which
should not respond to a probe request frame.

The exclusion list may be used by defining an information
element, and it is merely an example and may be included in
the form of a subfield in a probe request frame. Alternatively,
the inclusion list may be included in the form of a subfield in
a third information element or field, and the corresponding
information element or field may be included in a probe
request frame. In the description of the present disclosure, the
order of the respective fields of a length thereof is merely
illustrative and may be appropriately modified to be used, and
some fields may be added or deleted as necessary.

Referring to FIG. 7, an exclusion list element 710 may
include Element ID indicating an element identification
value, Length indicating a length of the exclusion list, SSID
List indicating a list of SSID elements with respect to STAs
which should not transmit a response with respect to a probe
request frame, BSSID List indicating a list of BSSID ele-
ments with respect to BSSs which should not transmit a
response with respect to a probe request frame, MESHID List
indicating a list of MESHID elements with respect to mesh
STAs which should not transmit a response with respect to a
probe request frame, HESSID List indicating a list of
HESSID elements with respect to STAs which should not

10

15

35

40

45

50

55

60

65

16

transmit a response with respect to a probe request frame, and
other Network identifier List indicating a network identifica-
tion value.

Here, the Length field may be a value indicating a length of
the exclusion list by octet, and the length may be variable. The
Other Network identifier List field indicating a network iden-
tification value may be a list of values identifying networks
such as a roaming consortium organization identifier, a roam-
ing consortium element, or the like, defined in the IEEE
802.11u technology. In the above, the roaming consortium
element including information regarding a roaming consor-
tium the STA has joined has been described with reference to
FIG. 6(b) according to an embodiment of the present inven-
tion.

Meanwhile, an existing “MLME-SCAN.request” service
primitive may extend as shown in Table 1 to reflect the fore-
going inclusion list and exclusion list.

TABLE 1

MLME-SCAN.request (
BSSType,
BSSID,
SSID,
ScanType,
ProbeDelay,
ChannelList,
MinChannelTime,
MaxChannelTime,
RequestInformation,
SSID List,
ChannelUsage,
AccessNetworkType,
HESSID,
MeshID,
Inclusion List,
Exclusion List,
CapabilityFilterInfo,
VendorSpecificInfo

FIG. 8 is a view illustrating formats of information ele-
ments included in the inclusion list or the exclusion list
according to an embodiment of the present invention.

Referring to FIG. 8(a), a BSSID element 810 may include
Element ID indicating an element identification value,
Length indicating a length of a BSSID, and BSSID indicating
a BSSID or a MAC address of a STA.

Here, the Length field may be a value indicating a length of
a BSSID by octet. When all the BSSID fields are 1, it may
indicate a wildcard BSSID.

The BSSID element 810 may be included in a form of an
information element in the inclusion list or the exclusion list,
or may be included in a form of a field in which BSSID
information is arranged, rather than an information element
form, in the inclusion list or exclusion list.

Referring to FIG. 8(b), an HESSID eclement 820 may
include Element ID indicating an element identification
value, Length indicating a length of a HESSID, and HESSID
indicating a HESSID.

Here, the Length field may be a value indicating a length of
an HESSID by octet. When all the HESSID fields are 1, it may
indicate a wildcard HESSID.

The HESSID element 820 may be included in a form of an
information element in the inclusion list or the exclusion list,
or may be included in a form of a field in which HESSID
information is arranged, rather than an information element
form, in the inclusion list or exclusion list.

Referring to FIG. 8(c), a BSSID element 830 may include
Element ID indicating an element identification value,
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Length indicating a length of a BSSID List, and BSSID List
indicating a list of BSSID elements corresponding to respec-
tive BSSIDs whose information is requested by an STA.

Here, the Length field may be a value indicating a length of
BSSID List by octet, and the length may be variable. The
BSSID List field may be a list of BSSID elements 810 illus-
trated in FIG. 8(a). When a value of the Length field is O, the
BSSID List field may indicate a wildcard BSSID.

The BSSID List element 830 may be included in a form of
an information element in the inclusion list or the exclusion
list, or may be included in a form of a field in which BSSID
List information is arranged, rather than an information ele-
ment form, in the inclusion list or exclusion list.

Referring to FIG. 8(d), an HESSID element 840 may
include Element ID indicating an element identification
value, Length indicating a length of an HESSID List, and
HESSID List indicating a list of HESSID elements corre-
sponding to respective HESSIDs whose information is
requested by an STA.

Here, the Length field may be a value indicating a length of
HESSID List by octet, and the length may be variable. The
HESSID List field may be a list of HESSID elements 810
illustrated in FIG. 8(b).

The HESSID List element 840 may be included in a form
ofaninformation element in the inclusion list or the exclusion
list, or may be included in a form of a field in which HESSID
List information is arranged, rather than an information ele-
ment form, in the inclusion list or exclusion list.

Referring to FIG. 8(e), an MESHID element 850 may
include Element ID indicating an element identification
value, Length indicating a length of an MESHID List, and
MESHID List indicating a list of MESHID elements corre-
sponding to respective MESHIDs whose information is
requested by an STA.

Here, the Length field may be a value indicating a length of
MESHID List by octet, and the length may be variable. The
MESHID List field may be a list of HESSID elements includ-
ing Element ID, Length, and MESHID.

The MESHID List element 850 may be included in a form
ofaninformation element in the inclusion list or the exclusion
list, or may be included in a form of a field in which MESHID
List information is arranged, rather than an information ele-
ment form, in the inclusion list or exclusion list.

Meanwhile, as described above, a set of response target
APs (or STAs) may be limited more minutely by using the
inclusion list including at least one of BSSID, SSID, SSID
List, HESSID, MESHID, Network 1D, and Network 1D List
of' an AP which should respond to a probe request frame.

For example, a condition for minutely confining a set of a
response target APs (or STAs) together with the BSSID,
SSID, SSID List, HESSID, MESHID, Network 1D, and Net-
work ID List information in the inclusion list.

Alternatively, a response target AP (or STA) may be des-
ignated by BSSID, SSID, SSID List, HESSID, MESHID,
Network ID, Network ID List included in the Inclusion List,
without using BSSID, SSID, HESSID, MESHID, and the
like, defined in the existing standard. In this case, the BSSID,
SSID, HESSID, MESHID, and the like, defined in the exist-
ing standard is not included in a probe request frame. For
example, the BSSID may not be included in a probe request
frame, or a MAC address of an STA transmitting a probe
request frame may be included in a probe request frame such
that any AP (or STA) may not respond to the probe request
frame, or an unused MAC address such as 000 . . . 00,
111 ... 11, or the like, may be included in a probe request
frame. An SSID may not be included in a probe request frame,
or anunused SSID value such as a null string, or the like, may
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be included in a probe request frame so that any AP (or STA)
may not respond to a probe request frame. In this case, no
target is designated in an existing 1D (identifier) and a
response target AP (or STA) indicated in the inclusion list is
designated.

Alternatively, a set of response target APs (or STAs) may
be minutely confined by using the sum of sets of a set of APs
(or STAs) designated in the BSSID, SSID, HESSID,
MESHID, and the like, defined in the existing standard and a
set of response target APs (or STAs) designated in the inclu-
sion list.

Also, as described above, a set of APs (or STAs) which
should not respond may be minutely confined by using an
exclusion list including at least one of BSSID, SSID, SSID
List, HESSID, MESHID, Network 1D, and Network ID List
of'an AP which should not responds to a probe request frame.
For example, a condition for minutely confining a set of APs
(or STAs) which should not respond may be designated
together with the BSSID, SSID, SSID List, HESSID,
MESHID, Network ID, and Network ID List information in
the exclusion list.

Alternatively, a response target AP (or STA) or APs (or
STAs) which should not respond may be confined by using a
set of response target APs (or STAs) designated in the inclu-
sion list and a set of APs (or STAs) which should not respond
as designated in the exclusion list together. For example, a set
of APs (or STAs) which should not respond as designated in
the exclusion list may be excluded from the set of response
target APs (or STAs) designated in the inclusion list, or a
response target AP (or STA) additionally designated in the
inclusion list may be added in the set of response target APs
(or STAs) designated by applying even the exclusion list.

The probe request frame according to an embodiment of
the present invention may include an inclusion list and an
exclusion list or may not include them. Alternately, the probe
request frame according to an embodiment of the present
invention may include only one of the inclusion list and the
exclusion list. The same BSSID, SSID, SSID List, HESSID,
MESHID, Network ID, and Network ID List may not be
included in both the inclusion list and the exclusion list. A
legacy AP (or STA) not supporting the active scanning
method according to an embodiment of the present invention
cannot interpret an information element with respect to the
inclusion list and the exclusion list, so although the inclusion
list and the exclusion list are included in the probe request
frame, the legacy AP (or STA) disregards it and may transmit
a probe response frame according to an existing active scan-
ning procedure.

Meanwhile the BSSID, SSID, HESSID, MESHID, and
Network ID included in the inclusion list and the exclusion
list may use a full BSSID, SSID, HESSID, MESHID, and
Network ID, or may use only a portion (substring) of a full ID.

Hereinafter, a method of supporting a substring using only
aportion of BSSID, SSID, HESSID, MESHID, and Network
ID information included in the inclusion list or the exclusion
list will be described.

According to a first method, whether a substring is used
may be indicated in a capability field of an extended capabili-
ties element. In order to indicate whether an 1D (e.g., BSSID,
SSID, HESSID, MESHID, Network ID) included in the
inclusion list or the exclusion list is a full ID or a partially
included substring, a capability field of the existing IEEE
802.11 standard may extend as shown in Table 2 below and
used.
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TABLE 2 TABLE 3
Bit Information Notes Value Meaning

Xx Substring is used in inclusion
list/exclusion list.

When SSID or MESHID uses a
substring in inclusion list/exclusion
list, it is set as 1, otherwise, it is set
as 0.

X

x-1 Reserved

In such a case, the inclusion list may use a format addition-
ally including SSID List as illustrated in FIG. 6(c).

As shown in Table 1, when the SSID or MESHID included
in the inclusion list or exclusion list indicates a full ID, “Xx”
bit is set as 0, and when the SSID or MESHID indicates a
substring, “Xx” bit is set as 1. If the SSID or MESHID
indicates a substring, the SSID or MESHID included in the
inclusion list or the exclusion list includes the substring and
every SSID or MESHID contains the indicated substring is
matched. For example, when a substring “SKT” is included in
an SSID included in the inclusion list, it may be handled in the
same manner as an SSID such as SKT-abed, SKT-1234 is
included in the inclusion list.

In case of introducing a new capability field for a fast link
setup, a bit such as “Xx” of Table 1 may be added to the newly
introduced capability field and whether to use a substring may
be indicated in a similar manner, without extending the exist-
ing capability field as mentioned above.

According to a second method, a substring information
(SubstringlInfo) field indicating whether to use a substring is
added to an inclusion list or an exclusion list.

To this end, as illustrated in FIG. 9, an extended inclusion
list or an extended exclusion list obtained by adding a sub-
string information field to the inclusion list or the exclusion
list may be used.

FIG. 9 illustrates an example of an extended inclusion list,
an extended exclusion list and a substring information field
format according to an embodiment of the present invention.

Referring to FIG. 9(a), the extended inclusion list 910
includes a SubstringlInfo field indicating whether a substring
is used. The other remaining fields are the same as those of the
inclusion list illustrated in FIG. 6(c).

Referring to FIG. 9(b), the extended exclusion list 920
includes SubstringInfo field indicating whether a substring is
used. The other remaining fields are the same as those of the
exclusion list illustrated in FIG. 7.

Here, the SubstringInfo field included in the extended
inclusion list 910 and the extended exclusion list 920 may be
configured as the format illustrated in FIG. 9(c).

Referring to FIG. 9(c), the SubstringInfo field 930 includes
Substring Supported indicating whether an STA uses an SSID
or MESHID as a substring, and Substring Type indicating a
type of a substring included in the SSID or MESHID.

For example, when a value ofthe Substring Supported field
is 1, it may indicate that a corresponding STA uses the SSID
or MESHID as a substring, and when a value of the Substring
Supported field is 0, it may indicate that the corresponding
STA does not use the SSID or MESHID as a substring. In this
case, a value of the Substring Type field may be “reserved”.

Table 3 below shows a substring type according to a value
of'the Substring Type field. This is merely illustrative, and the
value of the Substring Type field may be changeable.
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0 A string used in an SSID or Mesh ID element included in an
exclusion list or an inclusion list is an actual SSID or Mesh ID
(Namely, a string indicated in a corresponding element is an actual
SSID or Mesh ID, rather than a substring).

1 A string used in an SSID or Mesh ID element included in an
exclusion list or an inclusion list is a substring of an actual SSID
or Mesh ID.

An actual SSID or Mesh ID corresponding to an STA as a probe
request target is an SSID or a Mesh ID starting or ending with

a substring included in an SSID or Mesh ID element included

in an exclusion list or an inclusion list, or including the substring
included in an SSID or Mesh ID element included in an
exclusion list or an inclusion list.

2 A string used in an SSID or Mesh ID element included in an
exclusion list or an inclusion list is a substring of an actual SSID
or Mesh ID.

An actual SSID or Mesh ID corresponding to an STA as a probe
request target is a Mesh ID starting with a substring included

in an SSID or Mesh ID element included in an exclusion list

or an inclusion list.

3 Astring used in an SSID or Mesh ID element included in an
exclusion list or an inclusion list is a substring of an actual SSID
or Mesh ID.

An actual SSID or Mesh ID corresponding to an STA as a probe
request target is a Mesh ID ending with a substring included in
an SSID or Mesh ID element included in an exclusion list or
an inclusion list.

4-7 Reserved

By using the substring information (SubstringInfo) field as
shown in Table 1, whether MESHID or SSID included in the
inclusion list or exclusion list is a substring may be indicated,
and whether a substring is used is indicated all at once with
respect to all the MESHIDs or SSIDs included in the inclu-
sion list or the exclusion list. Namely, with respect to an
individual MESHID or SSID, a substring form may not be
differently designated but the entirety may be designated by
the same option. For example, according to a result of check-
ing a substring information field in the inclusion list or the
exclusion list included in a probe request frame, if a substring
has been used, every SSID or MESHID using the SSID or
MESHID included in the inclusion list or the exclusion list, as
a substring is matched.

According to a third method, a substring information (Sub-
stringInfo) field indicating whether a substring is used in the
inclusion list or the exclusion list is added. In this method, the
foregoing second method is modified such that whether to use
a substring may be indicated by using a substring information
field with respect to each of the MESHID and SSID.

To this end, as illustrated in FIG. 10, an extended inclusion
list or an extended exclusion list may be used.

FIG. 10 illustrates another example of an extended inclu-
sion list, an extended exclusion list, and a substring informa-
tion field format.

FIG. 10(a) shows another example of the extended inclu-
sion list 1010, and FIG. 10(b) is another example of the
extended exclusion list 1020. Here, in the extended inclusion
list 1010 and the extended exclusion list 1020, the other
elements, excluding Extended SSID List and Extended
MESHID List elements, are the same as those of the inclusion
list illustrated in FIG. 6(c) and the exclusion list illustrated in
FIG. 7. The Extended SSID List element is as shown in FIG.
10(c), and the Extended MESHID List element may be con-
figured as shown in FIG. 10(d).

Referring to FIG. 10(c), the Extended SSID List element
1030 includes an SSID included in an inclusion list or an
exclusion list and a SubstringInfo field indicating whether to
use a substring with respect to the SSID, as a pair. Thus,
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whether to use a substring, or a usage form of a substring may
be differently designated for each SSID.

Namely, a pair of SubstringInfo field indicating whether to
use a substring with respect to one SSID and a corresponding
SSID field is included in the Extended SSID List element
1030 iteratively by an amount of SSIDs included in the inclu-
sion list or the exclusion list. Through this, substrings may be
used in different forms with respect to each SSID. Here, in a
pair of the Substringlnfo field and the SSID field, the SSID
may be used in one of the following two forms.

(1) An SSID field having a 32-octet length is used and a
string is included in an SSID field

(i1) An SSID element defined in an existing IEEE 802.11
standard is used and a string is included in an SSID field of an
SSID element.

An SSID included in a single inclusion list or exclusion list
may be used in one of the two forms, and the two forms may
not be mixed to be used.

Referring to FIG. 10(d), an Extended MESHID List ele-
ment 1040 includes MESHID included in an inclusion list or
an exclusion list and a Substringlnfo field indicating whether
to use a substring with respect to the MESHID, as a pair. Thus,
whether to use a substring, or a usage form of a substring may
be differently designated for each MESHID.

Namely, a pair of SubstringInfo field indicating whether to
use a substring with respect to one MESHID and a corre-
sponding MESHID field is included in the Extended
MESHID List element 1040 iteratively by an amount of
MESHIDs included in the inclusion list or the exclusion list.
Through this, substrings may be used in different forms with
respect to each MESHID. Here, in a pair of the SubstringInfo
field and the MESHID field, the MESHID may be used in one
of the following two forms.

(1) An MESHID field having a 32-octet length is used and
a string is included in an MESHID field

(i) An MESHID element defined in the existing IEEE
802.11 standard is used and a string is included in an
MESHID field of an MESHID element.

AnMESHID included in a single inclusion list or exclusion
list may be used in one of the two forms, and the two forms
may not be mixed to be used.

As described above, when a substring is used in each SSID
or MESHID according to results of checking each Substring-
Info field of Extended SSID List, Extended MESHID List in
the inclusion list or exclusion list included in the probe
request frame, every SSID or MESHID using each SSID or
each MESHID included in the inclusion list or the exclusion
list as a substring is matched.

Also, the Substringlnfo field included in the foregoing
Extended SSID List element 1030 and the Extended
MESHID List element 1040 is the same as that described
above with reference to FIG. 9(c).

Hereinafter, the capability information regarding a station
and preference information regarding a response target AP
included in a probe request frame according to an embodi-
ment of the present invention will be described in detail.

An AP receives a probe request frame, and when capability
of an STA which has transmitted the probe request frame is
not sufficient, the AP may not transmit a probe response
frame. Or, the AP may transmit a null probe response frame
indicating that the STA cannot be associated, to the STA. The
AP may determine whether the STA can be associated based
on the capability information regarding the station included
in the probe request frame, and transmit a probe response
frame or a null probe response frame.

Also, when the AP, which has received the probe request
frame, does not satisfy preference information regarding an
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AP included in the probe request frame, the AP may not
transmit a probe response frame or may transmit a null probe
response frame.

For example, when the AP receives the probe request
frame, it may check capability information of the station, e.g.,
extended capability information, high throughput (HT) capa-
bility information, very high throughput (VHT) capability
information, and the like, from the probe request frame, and
recognize capability of the STA such as whether the STA is a
802.11n STA or 802.11ac STA, how wide of bandwidth the
STA can support, and the like. Based on the information, the
AP may determine whether to transmit a probe response
frame.

Also, when the AP receives the probe request frame, it may
check preference information from the STA regarding an AP,
for example, requirements by the requesting STA regarding
an AP such that a security preference by the STA whether the
STA desires not to use security function such as ciphering, or
the like although the function is provided by the STA, pref-
erence on whether the STA only wants to use HT or VHT AP,
preference on whether an Internet access is desired, prefer-
ence on AP operation condition required by the STA includ-
ing an access delay of an AP, or an available current admission
capacity, and the like, requirements with respect to AP
resource such as a bandwidth of an AP, spatial stream utili-
zation, or the like, preference of an advertisement protocol
supported by an AP, an access network type preferred by the
STA, preference such as venue information in whichthe AP is
located, and the like, from the probe request frame, determine
whether the AP may be able to satisfy the conditions with
respect to the preference of the STA, and determine whether
to transmit a probe response frame based on the determina-
tion.

The elements included in the capability information
regarding the station and the preference information regard-
ing the response target AP are merely illustrative and the
respective elements may be changed into various formats so
as to be used, and order, length, and the like, of the elements
may be modified as necessary. Also, some of the elements
included in the capability information regarding the station
and the preference information regarding the response target
AP may be selectively used and other elements may be added
to be extended.

The capability information regarding the station according
to an embodiment ofthe present invention may be included in
the probe request frame by using an RSN (Robust Security
Network) information element.

The RSN information element, defined in the existing
802.11, includes information regarding a ciphering algorithm
supported by the STA, an authentication method, security
capability, and the like. The AP may recognize security pro-
cessing capability of the STA based on the element. If the STA
supports a security option such as a particular ciphering algo-
rithm but does not want to use it, the STA may not include a
security parameter such as a corresponding algorithm, or the
like, in the RSN information element. Here, PKMID-Count,
PKMID List, or the like, among the existing RSN information
elements that indicate capability, may not be included since
they are not essential for indicating the capability.

Or, the capability information regarding the station and the
preference information regarding the response target AP
according to an embodiment of the present invention may be
included in a probe request frame by defining a capability
filter information (CapabilityFilterInfo) element.

FIG. 11 is a view illustrating an example of information
included in the capability filter information (CapabilityFilter-
Info) element. The capability filter information (Capability-
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FilterInfo) element is included in a probe request frame, and
allows the AP (or STA), which has received the probe request
frame, to recognize capability and preference of the STA.
Based on the capability filter information (CapabilityFilter-
Info) element, the AP may determine whether to transmit a
probe response frame to the STA.

Referring to FIG. 11(a), capability filter information (Ca-
pabilityFilterInfo) element 1110 may include Element 1D
indicating an element identification value, Length indicating
a length of the capability filter information element, Filtering
Preference indicating preference information regarding a
response target AP, Security capability element indicating
security capability of the STA, other capability requested for
the AP by the STA, and Other capability/preference elements
indicating further preference.

Referring to FIG. 11(b), capability filter information (Ca-
pabilityFilterInfo) element 1120 may include only an Ele-
ment 1D field, a Length field, and Filtering Preference field
indicating preference information regarding a response target
AP, by deleting the foregoing Security capability element
field and Other capability/preference elements field. In this
case, an effect of shortening the length of the capability filter
information element 1120 is obtained.

FIG. 12 illustrates an example of a filtering preference field
format included in the capability filter information (Capabili-
tyFilterInfo) element. The format of the filtering preference
field according to an embodiment of the present invention is
merely an example, and the field order, length, or the like,
may be modified as necessary. Also, some of the subfields
included in the filtering preference field may be selectively
used as necessary, and other subfield than the subfields
described hereinafter may be additionally used.

Referring to FIG. 12(a), a Filtering Preference field 1210 is
afield indicating preference information regarding a response
target AP. Here, a Filter Request subfield is a field allowing an
AP to determine whether to transmit a probe response frame
to an STA in consideration of an AP policy, or the like, based
on preference and capability information included in a Filter
Request subfield. Namely, the AP may determine whether to
use probe request filtering which decides whether to transmit
a probe response frame or not based on the Filter Request
subfield.

When a value of the Filter Request subfield is 1, an AP (or
STA), which has received a probe request frame, checks
capability and preference of the STA based on an capability
filter information element and information such as HT capa-
bility, VHT capability, or the like, included in the probe
request frame. When the capability and preference of the STA
correspond to a policy of the AP and a supported rate indi-
cated in a supported rate element included in the probe
request frame satisfies a rate supported by the AP, the AP
transmits a probe response frame. Meanwhile, when a value
of'the Filter Request subfield is 0, the AP (or STA), which has
received a probe request frame, transmits a probe response
frame regardless of the preference and capability information
included in the Filter Request subfield.

FIG. 12(4) illustrates another example of the Filtering Pret-
erence field format, in which the Filter Request subfield is
deleted from the Filtering Preference field 1210 illustrated in
FIG. 12(a).

When the AP (or STA) receives a probe request frame
including the Filtering Preference field 1220 illustrated in
FIG. 12(b), the AP checks capability and preference of the
STA based on the capability filter information element and
the information such as HT capability, VHT capability, or the
like, included in the probe request frame. When the capability
and preference of the STA correspond to a policy of the AP
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and a supported rate indicated in a supported rate element
included in the probe request frame satisfies a rate supported
by the AP, the AP transmits a probe response frame. When the
AP (or STA) receives a probe request frame not including the
capability filter information element, the AP (or STA) trans-
mits a probe response frame regardless of preference and
capability information.

Also, when the STA wants to use security processing, a
value of the Require Security subfield of the Filtering Prefer-
ence fields 1210 and 1220 may be set to 1 and it may be
included in the probe request frame. When a value of the
Require Security subfield value is 1, a security capability
element should be necessarily included in the capability filter
information element.

The security capability element indicates a security pro-
cessing capability of the STA. When a value of the security
capability elementis 1, a Require No Security subfield should
be necessarily set to 0.

No matter whether or not the STA supports security pro-
cessing capability, when the STA does not want security
processing, the value of the Require No Security field is set to
1. When the value of the Require No Security is set to 1, the
security capability element may not be included.

When the STA does not have particular security preference
(security used or security unused), both the Require Security
subfield and the Require No Security subfield are set to 1. In
this case, the security capability element should be included
in the capability filter information element.

The Require Security subfield and the Require No Security
subfield may indicate preference according to a subfield value
as shown in Table 4 below. The values of the subfield illus-
trated in Table 4 is merely an example and may be changed,
and the preference is also merely an example.

TABLE 4

Require
Security

Require No

Security Meaning

1 1 Requesting STA does not have any particular
security preference

Security capability element should be included in
CapabilityFilterInfo element

Requesting STA requests to process security
Security capability element should be necessarily
included in CapabilityFilterInfo element
Requesting STA requests not to process security
There is no need for Security capability element
to be included in CapabilityFilterInfo element
Reserved

Meaning of the Require HT, Require VHT, Require non-
HT included in the filtering preference field 1210 illustrated
in FIG. 12(a) and the filtering preference field 1220 illustrated
in FIG. 12(5) may be organized as shown in Table 5 below.
The values of the subfields illustrated in Table 5 are merely
examples and may be changed, and preference is also merely
an example.

TABLE 5

Require Require Require

HT VHT non-HT Meaning
1 1 1 No preference
1 0 0 Requesting STA wants to be associated only
with HT STA
0 1 0 Requesting STA wants to be associated only
with VHT STA
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TABLE 5-continued

Require
HT

Require Require
VHT non-HT Meaning

0 0 1 Requesting STA wants to be associated only
with non-HT STA

Requesting STA wants to be associated with
HT STA or VHT STA

Requesting STA wants to be associated with
HT STA or non-HT STA

Requesting STA wants to be associated with
VHT STA or non-HT STA

Reserved

1 1 0

1 0 1

0 1 1

0 0 0

Preference may be added by using the “Reserved” field
illustrated in Table 4 and Table 5. For example, when the STA
wants to be connected to an AP only when signal strength
greater than a particular value, such information may be
added to the “Reserved” field and used.

FIG. 13 illustrates an example of a security capability
element field format included in a capability filter informa-
tion (CapabilityFilterInfo) element according to an embodi-
ment of the present invention.

Referring to FIG. 13, a security capability element 1310
indicates security capability of an STA.

Version, Pairwise Cipher Suite Count, Pairwise Cipher
Suit List, AKM Suite Count, AKM Suite List, RSN Capabili-
ties fields in the security capability element 1310 may be used
in the same manner as that of the RSN element of the existing
802.11. In the existing RSN element, only one of Group Data
Cipher Suite, Group Management Cipher Suite is designated,
but in an embodiment of the present invention, a number of
them may be designated to allow the STA to designate several
preferred Cipher Suites.

A Group Data Cipher Suite Count field indicates a number
of Group data cipher suite selectors indicated in a Group Data
Cipher Suite List. A Group Data Cipher Suite List includes a
list of supported Group Data Cipher Suites. The Group data
cipher suite field is used to protect a group addressed frame in
a BSS. The Group Management Cipher Suite Count field
indicates a number of Group Management cipher suite selec-
tors included in a Group Management Cipher Suite List field.
The Group Management Cipher Suite List field includes a list
of supported Group Management Cipher Suites. The Group
management cipher suite field is used to protect a group
addressed robust management frame.

If the STA does not want to use a particular Cipher Suite
although it supports it, the corresponding Cipher Suite may
not be included in the security capability element 1310 and
may be used for the purpose of indicating security preference
of the STA.

In case that the capability filter information element is
included in the probe request frame, when an AP (or STA),
which has received the probe request frame, determines that it
can satisfy the preference of the STA included in the capabil-
ity filter information element or when the STA has capability
of' being associated with the AP, the AP transmits a response
frame. Hereinafter, a specific example of using a probe
response filtering method for determining whether to transmit
a response frame by an AP upon receiving a probe request
frame including such capability filter information will be
described.

When the capability filter information element is included
in a probe request frame, the AP (or STA), which has received
it, transmits a response frame when it can satisfy preference
of the requesting STA included in the capability filter infor-
mation element or when the requesting STA has capability of
being associated with the AP (or STA).

10

20

25

35

40

45

50

26

The AP (or STA) responds by a probe response frame only
when the following conditions are met, and when the follow-
ing conditions are not met, the AP (or STA) may not transmit
a probe response frame or transmit a null probe response
frame.

(a) In case that the Filter Request subfield in the capability
filter information element is set to 0, the AP (or STA) trans-
mits a probe response frame as a response. Or, when both (b)
and (c) as described hereinafter are met, the AP (or STA)
transmits a probe response frame.

(b) In case that the Filter Request subfield in the capability
filter information element is set to 1,

1) the STA satisfies security processing preference stated in
the Require Security subfield and the Require No secu-
rity in the capability filter information element,

2) the STA satisfies preference stated in the Require HT
subfield, the Require VHT subfield, and the Require
non-HT subfield in the capability filter information ele-
ment, and

3) the Require Security subfield is 1 and the Require No
Security subfield is 0, and when security capability of
the requesting STA satisfies the security policy of the AP,
the AP transmits a probe response frame. If both the
Require Security subfield and Require No Security sub-
field are set to 1 and the STA wants security processing,
the AP transmits a probe response frame as a response
only when the security capability of the requesting STA
satisfies the security policy of the AP. In case that both
the Require Security subfield and Require No Security
subfield are set to 1 and the AP does not want security
processing with respect to the requesting STA, the AP
transmits a probe response frame as a response regard-
less of security capability of the requesting STA.

(c) When the Filter Request subfield of the capability filter
information element is set to 1 and rates stated in Supported
rates element of the probe request frame transmitted by the
STA support all the rates (rates included in BSSBasicRateSet
parameter) requested by the AP, the AP transmits a probe
response frame as a response.

The case that security capability of the requesting STA
does not satisfy the security policy of the responding AP (or
STA) refers to the following case.

(1) Group Data Cipher Suite, Pairwise Cipher Suite, AKM
Suite, or Group Management Cipher Suite requested by the
AP are not included in the security capability element,

(2) While the AP supports CCMP or HT, the requesting
STA supports only TKIP or a previous legacy cipher suite
although the requesting STA is an HT STA,

(3) When the AP is RSNA-enabled and intends to certainly
use RSNA with the requesting STA, the AP checks a value of
MFPC and MFPR of the RSN capability field to find that
these values are inappropriate for the requesting STA to be
associated with the AP,

(4)when the AP is an IBSS STA and an requesting STA and
an responding IBSS STA do not support a common pairwise
cipher suite subset, a common single group cipher suite or a
common AKMP,

(5) when the AP is an IBSS STA and the IBSS STA sup-
ports CCMP or HT, while the requesting STA is an HT STA
but supports only TKIP or a previous legacy cipher suite,

(6) when the AP is an IBSS STA, a corresponding IBSS
STA is RSNA-enabled, and when RSNA is necessarily
intended to be used with the requesting STA, values of MFPC
and MFPR of RSN capability field of the requesting STA are
checked, but the values are inappropriate for the requesting
STA to be associated with the responding IBSS STA,
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(7) When the AP is a Mesh STA and a requesting Mesh STA
and a responding Mesh STA do not support a common pair-
wise cipher suite subset or a common single group cipher
suite, or

(8) When the AP is a Mesh STA and the STA supports
WEP-40, WEP-104, or TKIP by pairwise cipher suite or
group cipher suite.

Meanwhile, in an embodiment of the present invention, the
capability element illustrated in FIG. 13 may not be used and
an existing RSN information element may be used. An exist-
ing RSN information element, instead of the security capa-
bility element, may be used in the capability filler information
element. Here, among the existing RSN information ele-
ments, PKMID-Count, PKMID List, or the like, are not
essential, so they may not be included.

The RSN information element may include only one
Group Data Cipher Suite and one Group Management Cipher
Suite, but in the security capability element according to an
embodiment of the present invention, the RSN information
element extends to include a list to support several Group
Data Cipher Suite and several Group Management Cipher
Suite. However, for the convenience of implementation, an
RSN information element may be used, and FIG. 14 illus-
trates an example of the capability filter information element
using the same.

FIG. 14 illustrates another example of capability filter
information (CapabilityFilterInfo) using an RSN information
element according to an embodiment of the present invention.

Referring to FIG. 14, the capability filter information ele-
ment 14510 may include Element ID indicating an element
identification value, Length indicating a length of a capability
filter information element, Filtering Preference indicating
preference information regarding a response target AP, and
RSN IE indicating security capability information of an STA.

FIG. 15 illustrates another example of a security capability
element field format included in a capability filter informa-
tion (CapabilityFilterInfo) element according to an embodi-
ment of the present invention.

Referring to FIG. 15(a), a security capability element 1510
may be used by changing the security capability element
1310 illustrated in FIG. 13. Namely, the security capability
element 1510 may use only one Group Management Cipher
Suite subfield, instead of Group Management Cipher Suite
Count subfield and Group Management Cipher Suite List
subfield of the security capability element 1310 illustrated in
FIG. 13. The other remaining subfields of the security capa-
bility element 1510 are the same as those of the security
capability element 1310 illustrated in FIG. 13.

As described above, the existing RSN information element
may include only one Group Data Cipher Suite and one
Group Management Cipher Suite, and the security capability
element 1310 illustrated in FIG. 13 extends to include a list
supporting several subfields, and the security capability ele-
ment 1510 illustrated in FIG. 15(a) extends such that several
Group Data Cipher Suite subfields, among Group Data
Cipher Suite and Group Management Cipher Suite, are
included.

Referring to FIG. 15(b), a security capability element 1520
may be used by changing the security capability element
1310 illustrated in FIG. 13. Namely, the security capability
element 1520 may use only one Group Data Cipher Suite
subfield, instead of Group Data Cipher Suite Count subfield
and Group Data Cipher Suite List subfield of the security
capability element 1310 illustrated in FIG. 13. The other
remaining subfields of the security capability element 1520
are the same as those of the security capability element 1310
illustrated in FIG. 13.

5

10

15

20

25

30

35

40

45

50

55

60

65

28

As described above, the existing RSN information element
may include only one Group Data Cipher Suite and one
Group Management Cipher Suite, and the security capability
element 1310 illustrated in FIG. 13 extends to include a list
supporting several subfields, and the security capability ele-
ment 1510 illustrated in FIG. 15(5) extends such that several
Group Management Cipher Suite subfields, among Group
Data Cipher Suite and Group Management Cipher Suite, are
included.

FIG. 16 illustrates another example of a security capability
element field format included in a capability filter informa-
tion (CapabilityFilterInfo) element according to an embodi-
ment of the present invention.

Referring to FIG. 16, a security capability element 1610
may be used by changing the security capability element
1310 illustrated in FI1G. 13, and includes an Element ID field,
a Length field, and an RSN Capabilities field.

Recently manufactured wireless LAN products support
most of the ciphering algorithms required in an RSN standard
in many cases, so an increase in the size of the probe request
frame may be minimized by including only the RSN Capa-
bilities field while deleting ciphering algorithm information
in the security capability element 1310 illustrated in FIG. 13.

Here, the RSN Capabilities field may be configured in the
form of a subfield in the capability filter information (Capa-
bilityFilterInfo) element of FIG. 17 as described hereinafter,
rather than generating the element form as illustrated in FI1G.
16.

FIG. 17 illustrates another example of the capability filter
information (CapabilityFilterInfo) element according to an
embodiment of the present invention.

Referring to FIG. 17, a capability filter information (Capa-
bilityFilterInfo) element 1710 may include Element 1D indi-
cating an element identification value, Length indicating a
length of a capability filter information element, Filtering
Preference indicating preference information regarding a
response target AP, RSN Capabilities indicating RSN capa-
bility of a requesting STA, other capability requested for an
AP by a requesting STA, Other capability/preference ele-
ments further indicating preference. In this case, the length of
the capability filter information element 1710 is shortened.

As described above, the capability information regarding a
station and preference information regarding a response tar-
get AP according to an embodiment of the present invention
may be included in a probe request frame by using the RSN
information element. Here, only the RSN capability field,
among the fields in the existing RSN element, may be
included in the probe request frame. The RSN capabilities
element including the RSN capabilities field may have such a
form as illustrated in FIG. 16. Namely, the recently manufac-
tured wireless LAN products support most of the ciphering
algorithms required in an RSN standard in many cases, so an
increase in a size of a probe request frame may be minimized
by including only the RSN Capabilities field while deleting
ciphering algorithm information from the existing RSN ele-
ment.

Meanwhile, as described above, although capability infor-
mation regarding a requesting station satisfies the policy of
the responding AP (or STA) and preference information
regarding a response target AP is satisfied by the responding
AP (or STA), if a current load of the responding AP (or STA)
is heavy or the AP (or STA) cannot additionally receive an
association request from the STA, the AP (or STA) may not
transmit a probe response frame to the STA or may transmit a
null probe response frame to prevent the STA from being
associated.
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FIG. 18 illustrates another example of capability filter
information (CapabilityFilterInfo) according to an embodi-
ment of the present invention.

The capability filter information (CapabilityFilterInfo)
may include additional information to allow the AP to per-
form filtering elaborately. By using the capability filter infor-
mation element including such additional information, the
AP may elaborately determine whether to transmit a probe
response frame.

Referring to FIG. 18(a), a capability filter information
(CapabilityFilterInfo) 1810 may additionally include a Sup-
ported Credential Type indicating credential type information
supported by an STA.

For example, the Supported Credential Type field may
indicate credential information as to whether an STA supports
a SIM, a USIM, or an NFC, whether the STA uses a Pre-
Shared key, whether the STA supports X 509 authentication
certificate, whether the STA supports a Username/Password
scheme, whether the STA uses One Time Password, whether
the STA supports only server-side authentication, or the like.
The Supported Credential Type field including such creden-
tial information may be configured as illustrated in FIG.
18(5).

The order and length of the Supported Credential Type
field illustrated in FIG. 18(a) may be modified, and the Sup-
ported Credential Type illustrated in FIG. 18(b) may include
only a particular field as necessary.

The requesting STA includes information regarding a secu-
rity token supported by the STA, a credential type, a support-
able authentication method, and the like, in a probe request
frame and transmits the frame, and when the requesting STA
does not support the credential required for authentication by
the AP, the AP does not transmit a probe response frame
because the STA cannot be associated to the AP.

However, in the related art, in order for the STA to know a
credential type required for an authentication scheme sup-
ported by a particular AP, the STA transmits a probe request
frame, receives a probe response frame, and checks whether
the corresponding AP supports an advertisement function
(ANQP) of 802.11u. Upon checking, the STA receives secu-
rity credential information from the corresponding AP
through a GAS query, checks whether the corresponding
credential is supported, and attempts association, causing
inconvenience. Thus, when the credential information sup-
ported by the STA is included in a probe request frame, such
an additional query/response process is not required to be
performed, and when the STA does not support credential
information, filtering may be immediately performed to make
the association process fast.

FIG. 19 illustrates another example of capability filter
information (CapabilityFilterInfo) according to an embodi-
ment of the present invention.

Referring to FIG. 19, the capability filter information (Ca-
pabilityFilterInfo) element 1910 may additionally include a
Supported Channels field indicating channel information
supported by an STA. By adding the Supported Channels
field, the AP may perform filtering more elaborately.

The Supported Channels field is a list of channel subbands
supported by the STA, in which a pair of a first channel
number and a number of channel of a channel subband sup-
ported by the STA may be repeatedly included. Of course, a
supported channel information may be expressed in a differ-
ent manner.

For example, upon recognizing supported channels infor-
mation of the STA, if the AP does not support a channel
requested by the STA, the AP does not transmit a probe
response frame.
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FIG. 20 illustrates another example of a Filtering Prefer-
ence field format included in a capability filter information
(CapabilityFilterInfo) element according to an embodiment
of the present invention. The Filtering Preference field may
include Internet access preference information as preference
information regarding a response target AP.

Referring to FIG. 20, a Filtering Preference field 2010 may
include a Require Internet Access subfield indicating whether
an STA wants Internet access. The other remaining subfields
excluding the Require Internet Access subfield, may be con-
figured to be the same as those of the filtering preference field
1220 illustrated in FIG. 12(5).

For example, when the STA wants Internet access, the STA
may set a value of the Require Internet Access subfield as 1,
includes it in a probe request frame, and transmits the same.
Upon receiving it, when an AP does not support the Internet
access of the STA, the AP does not transmit a probe response
frame. Meanwhile, when a value of the Require Internet
Access subfield is set to 0, since the STA does not want
Internet access, the AP may transmit a probe response frame.

Meanwhile, in case that a load of the AP is heavy, when a
channel state is poor, or when admission capacity is full,
although the AP transmits a probe response frame to the STA,
there is a high possibility of failure when the STA requests
association to the AP afterwards. In this case, when the AP is
not available for an association of a new STA in consideration
of its operating situation, the AP may not transmit a probe
response frame. Also, the STA may explicitly request an
operation condition from the AP.

FIG. 21 illustrates an example of information included in
an AP operating condition preference element according to an
embodiment of the present invention. The AP operating con-
dition preference element may not be a form of an informa-
tion element and the STA may include desired AP operating
condition preference information in a probe request frame by
using an appropriate format and transmit the same to the AP.
Also, the AP operating condition preference element may be
included in the foregoing capability filter information ele-
ment, or may be configured as a separate element or field and
included in a probe request frame.

Referring to FIG. 21(a), an AP operating condition prefer-
ence element 2110 may include Element ID indicating an
element identification value, Length indicating a length of the
AP operating condition preference element, AP Access Delay
requirement indicating requirements with respect to AP
access delay such as current average access delay of an AP,
access delay of each access category, and the like, AP Avail-
able Admission Capacity Requirement indicating require-
ments with respect to current admission capacity of the AP,
and Other AP operating condition requirement for requesting
operating condition with respect to other APs.

For example, in case that a maximum value of current
average access delay of the AP, access delay of each access
category, and the like is 100, when the STA sets the numeral
value as 90 or smaller in an AP Access Delay requirement and
transmits a probe request frame, if a delay numerical value of
the AP exceeds 90, the AP does not transmit a probe response
frame because it does not satisfy the delay level required by
the STA. Also, in case that the STA requests extra admission
capacity as 10 in an AP Available Admission Capacity
Requirement field, when a current situation of the AP has
admission capacity less than 10, the AP does not transmit a
probe response frame.

Also, as illustrated in FIG. 21(b), an AP operating condi-
tion preference element 2110 may further include require-
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ments of the STA with respect to a current situation such as a
current spatial stream utilization of the AP, channel utilization
of each band, and the like.

When the AP, which has received a probe request frame
including the foregoing AP operating condition preference
element, has a heavy load so it cannot satisfy the access delay,
admission capacity, and leeway of channel utilization, the AP
does not transmit a probe response frame to the STA to
prevent the STA from unnecessarily attempting an associa-
tion.

Meanwhile, the STA may include network preference
information regarding a service type of a network connected
through the AP, a supported protocol, an access scheme sup-
ported by the network, a venue in which the network is
located, and the like, in a probe request frame and transmit the
same. Upon receiving the probe request frame including such
information, if the AP does not satisfy the network preference
information of the STA, the AP does not transmit a probe
response frame. Hereinafter, AP network preference informa-
tion preferred by the STA will be described with reference to
FIG. 22.

FIG. 22 illustrates an example of information included in
an AP network preference element according to an embodi-
ment of the present invention. The AP network preference
element may not necessarily be a form of an information
element and the STA may include its desired AP network
preference information in a probe request frame by using an
appropriate format and transmit the same to the AP. Also, the
AP network preference element may be included in the fore-
going capability filter information element or may be config-
ured as a separate element or field and included in the probe
request frame.

Referring to FIG. 22(a), the AP network preference ele-
ment 2210 may include Network Filtering Control, Preferred
Advertisement Protocol indicating a preferred network pro-
tocol, Supported Device type indicating a device type sup-
ported by an STA, Preferred Access Network indicating infor-
mation regarding a preferred access network, Required
Service indicating information regarding a service desired to
be used through an AP, and Reserved reserved for different
information afterwards.

The Network Filtering Control field will be described in
detail with reference to FIG. 22(b).

The Preferred Advertisement Protocol field may include
network discovery protocol demand, such as ANQP sup-
ported in 802.11u, support demand of Emergency Alert sys-
tem protocol, MIH Information Service, MIH Command and
Event Service Capability Discovery, or the like, the STA
wants to use to discover an AP. For example, when the STA
wants to use the network discovery function but the AP does
not support it, the AP does not transmit a probe response
frame. The Preferred Advertisement Protocol field including
such information may be configured as shown in FIG. 22(c).

The Supported Device type field may indicate whether the
STA is a smart phone, a VoIP phone, a notebook computer, a
game console, a digital camera, a printer, or the like. When
such information is included in the probe request frame and
transferred to the AP, if the AP permits only an access of a
particular device or does not support a service with respect to
the corresponding device, the AP does not transmit a probe
response frame.

The Preferred Access Network field may indicate a type of
an access network the STA wants to use. For example,
WLAN, 3GPP, WiMAX, or the like, may be stated in the
Preferred Access Network field and transmitted to the AP. In
case that the STA uses WLAN and does not want to be
automatically switched to 3GPP due to a problem such as a
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charge incurrence, or the like, by an ISP, the STA may set
WLAN require=1, 3GPP require=0", or the like, in the Pre-
ferred Access Network, to thus state preference with respect
to an forcible access of the user’s STA to a different network
by a network provider. The Preferred Access Network field
may be configured as shown in FIG. 22(d).

The Required Service field may indicate information
regarding a service, e.g., a printing service, a VoIP service, a
streaming service, Web surfing, or the like, the STA wants to
use through an AP.

Also, in the existing 802.11, “venue type” information is
included in a probe response frame, or the like, and when an
STA does not want to access a particular venue, correspond-
ing information is provided to the AP, and when the AP does
not support it, the AP does not transmit a probe response
frame. Here, since the element indicating venue information
exists in the existing 802.11, it may be utilized to define a
venue or a “venue type” may be newly defined to be opti-
mized for a probe request frame.

For example, the STA includes a venue, of which a network
the STA is to access, in the “venue info” of an interworking
element of the probe request frame to allow an AP, which has
received the probe request frame, to determine whether to
transmit a probe response frame. Upon checking the venue
type, if the AP cannot access the venue, the AP may not
transmit a probe response frame.

Also, the AP network reference element 2210 may further
include RCPI, RSNI requirements, and the like, of the AP, to
allow the AP not to transmit a probe response frame if the AP
does not support corresponding link quality.

Referring to FIG. 22(b), a Network Filtering Control field
may include Filter by supported Adv Protocol indicating per-
forming of filtering allowing not to transmit a probe response
frame if a protocol requested by an STA is not included in
advertisement protocols (e.g., ANQP, MIH Information Ser-
vice, MIH Command and Event Services Capability Discov-
ery, Emergency Alert System, or the like) supported by an AP,
Filterunsupported device type indicating performing filtering
if an AP does not support a device type stated by an STA orthe
AP does not permit an access thereto, Filter by Access Net-
work Preference indicating performing filtering if require-
ments with respect to an access network, such as WLAN,
3GPP, WIMAX, or the like, desired by an STA are not met,
Filter by supported venue indicating performing filtering if
requirements with respect to a venue desired to be accessed
by an STA are not met, and Filter by supported service indi-
cating performing filtering if a service desired to be used by
an STA is not supported.

Meanwhile, as described above, a probe request frame
according to an embodiment of the present invention may
include information indicating a duration in which a probe
response frame with respect to the probe request frame can be
received by the transmitting STA of the probe request. For
example, the probe request frame may include a Timeout
Interval element indicating a duration in which a station that
has transmitted the probe request waits to receive a probe
response frame on one channel. Also, in another embodiment,
the probe request frame may include a Probe Response listen
start interval element indicating a timing at which a probe
response frame starts to be received after the probe request
frame is transmitted with respect to one channel.

An example of a format indicating a Timeout interval ele-
ment is illustrated. The timeout interval may be used in any
form as long as it may be included in a probe request frame.

The Timeout Interval element and the Probe Response
listen start interval element may be used by extending the
Timeout Interval element (TIE) present in the existing 802.11
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standard. Namely, it may be used by assigning one of reserved
values of the Timeout Interval element (TIE) of the existing
802.11 standard.

In Table 6 shown below, the Timeout Interval element is
assigned by using No. 5 of the Timeout Internal Type, but it is
merely illustrative and a different value of the Timeout Inter-
val Type may be assigned.

Also, in case of using the Probe Response listen start inter-
val element, No. 6 of the Timeout Interval Type may be
assigned, but it is merely illustrative and any other values may
be assigned.

TABLE 6
Timeout
Interval Type Meaning Units

0 Reserved
1 Reassociation deadline interval Time units (TUs)
2 Key lifetime interval Seconds
3 Association Comeback time Time units (TUs)
4 Time-to-Start Time units (TUs)
5 ProbeResponse deadline interval Time units (TUs)
6 Proobe Response listen start interval — Time units (TUs)

7-255 Reserved

When the Timeout Interval element (TIE) of the existing
802.11 standard is extended to be used, an existing element is
advantageously utilized without having to define a new ele-
ment. If a probe response listen start interval is stated in the
Timeout Interval element (TIE) of the existing 802.11 stan-
dard, a TIE indicating a timeout interval element and a TIE
indicating a probe response listen start interval element,
namely, two TIEs, are added to a probe request frame. Mean-
while, when the probe response listen start interval is not
used, only the TIE indicating a timeout interval element may
be included in the probe request frame.

Response reception time information regarding a probe
request frame, i.e., timeout interval information or timeout
interval information with probe response listen start interval
information may be included in a probe request frame by
defining a new element.

FIG. 23 is a view illustrating an example of a Timeout
Interval element and a Probe Response listen start interval
element according to an embodiment of the present invention.

Referring to FIG. 23(a), a Timeout Interval element 2310
may include Element ID indicating an identification value of
anelement, Length indicating a length of the Timeout Interval
element, and Timeout Interval Value indicating a duration in
which a STA that has transmitted the probe request waits for
corresponding probe responses frame on one channel.

Here, in the Timeout Interval Value field, the timeout inter-
val may be indicated by a time unit (TU) or a different unit
such as microsecond, or the like. Also, as for a length of the
Timeout Interval Value field, one octet, two octets, or any
longer length may be allocated according to a used time unit
or an allowable maximum time. In the present embodiment,
for the description purpose, two octets are illustrated, but in
case of an actual application, the length of the Timeout Inter-
val Value field may be shorter or longer as necessary.

Referring to FIG. 23(b), a Probe Response listen start inter-
val element 2320 may include Element ID indicating an iden-
tification value of an element, Length indicating a length of a
probe response listen start interval element, and Probe

10

15

20

25

30

35

40

45

55

60

65

34

Response listen start Interval Value indicating a time in which
a STA starts to receive a probe response frame after transmit-
ting a probe request frame on one channel.

Here, in the Probe Response listen start Interval Value field,
the probe response listen start interval may be indicated by a
time unit (TU) or a different unit such as microsecond, or the
like. Also, as for a length of the Probe Response listen start
Interval Value field, one octet, two octets, or any longer length
may be allocated according to a used time unit or an allowable
maximum time. In the present embodiment, for the descrip-
tion purpose, two octets are illustrated, but in case of'an actual
application, the length of the Probe Response listen start
Interval Value field may be shorter or longer as necessary.

In case of defining and using a new element as described
above, if a probe response listen start interval element is used
for indicating the response reception time information, a tim-
eout interval element and a probe response listen start interval
element are added to a probe request frame. Meanwhile, if the
probe response listen start interval element is not used, only
the timeout interval element may be included in the probe
request frame.

Also, as illustrated in FIG. 23(c), the timeout interval ele-
ment and the probe response listen start interval element may
be defined in the form of one element and used. Here, the
Length field may have a variable length. As described above,
the Timeout Interval Value field and the Probe Response listen
start Interval Value may be indicated by a time unit (TU) or a
different unit such as microsecond, or the like. Also, as for a
length of the Timeout Interval Value field and the Probe
Response listen start Interval Value field, one octet, two
octets, or any longer length may be allocated according to a
used time unit or an allowable maximum time. In the present
embodiment, for the description purpose, two octets are illus-
trated, but in case of an actual application, the length of the
Probe Response listen start Interval Value field may be shorter
or longer as necessary.

If the probe response listen start interval element is not
used, the Probe Response listen start Interval Value is omitted,
and here, the Length field may be set to 2. Also, order of the
Timeout Interval Value field and the Probe Response listen
start Interval Value field may be changed and may be included
in a probe request frame and transmitted.

As described above, the use of the timeout interval element
or the probe response listen start interval element as an infor-
mation element form is merely an example, and it may be
configured as a general subfield form and included in the
probe request frame. Or, it may be included in the form of a
subfield in a third information element or field and the corre-
sponding information element or field may be included in the
probe request frame.

The probe request frame according to an embodiment of
the present invention may include at least one of the inclusion
list, the exclusion list, capability information regarding a
station, preference information regarding a response target
AP, and response reception time information with respect to a
probe request frame, and a method as shown in Table 7 below
may be used. Table 7 shows an example of information that
may be included in a probe request frame, and the present
invention is not limited thereto.



US 9,307,484 B2

35
TABLE 7

Order Information

Notes

X RSN, capability
filter information
(CapabilityFilterInfo),
or RSN
capabilities

X Timeout Interval
(or
ProbeResponse
deadline interval)

X Probe Response

Method 1: Existing RSN element is included.

(RSN element is included when dotl IRSNAActivated is
true and RSN element is selectively included when
dot11FILS Activated is true)

Method 2: Newly defined capability filter information
(CapabilityFilterInfo) is used.

(CapabilityFilterInfo element is selectively included when
dot11FILS Activated is true)

Method 3: RSN capabilities element including only RSN
capabilities in the fields of the existing RSN element is
included.

(RSN capabilities element is selectively included when
dot11FILS Activated is true)

These methods are examples, and preference information
(whether AP is HT/VHT, preference of STA with respect to
AP, load of AP, requirements with respect to admission
capacity, resource utilization requirements of AP, Internet
access request, credential supported by STA, security token
information, supported channel, preferred network, etc.) of
STA with respect to AP may be included.

Method 1: Timeout Interval element of existing standard is
utilized. Only type is added to be used.

(Timeout Interval element (TIE) including timeout Interval
is included when dot11FILSActivate is true and any of the
flelds in the element are nonzero)

Method 2: Timeout Interval element is newly defined to be
used.

Method 1: Timeout Interval element of existing standard is

36

Listen Start
Interval

utilized. Only type is added to be used.

(Probe Response Listen Start Interval (TIE) including
ProbeResponse deadline interval is included when

dot11FILS Activated is true and any of the fields in the

element are nonzero)

Method 2: Probe Response Listen Start Interval is newly

defined to be used.
X Inclusion List

Inclusion List element is selectively included when

dot11FILS Activated is trueand any of the fields in the

element are nonzero.
X Exclusion List

Exclusion List element is selectively included when

dot11FILS Activated is true and any of the fields inthe

element are nonzero.

Meanwhile, the null probe response frame according to an
embodiment of the present invention is a frame in which a
frame body is removed from an existing probe response
frame. Uponreceiving the null probe response frame, the STA
does not attempt association (or peering) to the corresponding
AP (or STA), and adds the corresponding AP (or STA) in the
exclusion list, so that it may not transmit a probe request
frame to the corresponding AP (or STA). Also, when the
corresponding AP (or STA) is included in the inclusion list,
the STA may delete it.

In an embodiment, a Reason code field may be included in
a frame body of a null probe response frame. In this case, it is
used in the same manner as the case in which the frame body
is all eliminated, but when a specific reason for not being able
to be associated is included in the reason code field and
transmitted, the STA may receive detailed information.

The AP (or STA) may not transmit a null probe response
frame and may not transmit a probe response frame. In this
case, an effect of reducing a probe response frame is
increased, and the STA may still be prevented from being
erroneously associated to an AP.

FIG. 24 is a flow chart illustrating a process of performing
active scanning by an STA that transmits a probe request
frame according to an embodiment of the present invention.
The process in which the STA illustrated in FIG. 24 performs
active scanning is a processing procedure combining active
scanning methods according to an embodiment of the present
invention as described above, and is an example of one of
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possible combinations of the active scanning methods
according to an embodiment of the present invention as
described above.

Referring to FIG. 24, the STA generates a probe request
frame (S2400). Here, the STA may include information
regarding a response target AP in the probe request frame.

For example, the STA may include BSSID, SSID, SSID
List, HESSID, MeshID, or the like, in the probe request frame
to range a range of a response target AP (or mesh STA or STA
of IBSS). Also, the STA may include the foregoing inclusion
list or exclusion list in the probe request frame. Also, the STA
may include the RSN information element or capability filter
information element in the probe request frame to inform an
AP about the capability information of the STA, and prefer-
ence information regarding a response target AP. Also, the
STA may include a timeout interval as reception time infor-
mation for waiting a probe response frame in the probe
request frame. Details of a method for configuring the infor-
mation to be included in the probe request frame have been
described above so a description thereof will be omitted.

The STA transmits the probe request frame via a selected
channel in a broadcast or unicast manner (S2410).

The STA may receive a probe response frame from at least
one response target AP based on the information regarding a
response target AP included in the probe request frame, and
when the probe response frame is successfully received, the
STA transmits an ACK frame to the AP (or mesh STA or STA
of IBSS) (S2420). If the selected channel is inactive during a



US 9,307,484 B2

37

minimum channel time, the STA returns to step S2460 and
selects a next channel to be scanned.

The STA checks whether a maximum channel time has
lapsed (S2430). When the maximum channel time has not
lapsed, the STA repeatedly performs of returning to step
S2420, receiving a probe response frame, and transmitting an
ACK frame. Meanwhile, when the maximum channel time
has lapsed, the STA stops scanning a corresponding selected
channel.

According to an intermediate scanning result, when a gen-
eration option for intermediate result has been set, the STA
generates intermediate results scanned up to a current timing
(S2440).

The STA checks whether a scan abort has been requested
(S2450).

When a scan abort request has been received, the STA
generates a final report with respect to a scanned AP up to a
termination timing. The scan abort request may be received at
any timing during a scanning process, and when the scan
abort request is received, scan results up to the timing at
which the scan abort request is received are generated as a
final report and returned.

When a scan abort request has not been received, the STA
checks information regarding an AP channel from the
received probe response frame, and when information regard-
ing an AP channel is included in the probe response frame, the
STA selects a channel not scanned yet, as a next channel to be
scanned based on the information (S2460). For example,
when an AP channel is 2.4 GHz, the STA may preferentially
select channels 1, 6, and 11, and when a measurement pilot is
received, the STA may utilize channel information, AP infor-
mation, and the like included therein. If there is no such
information, the STA sequentially selects a next channel.

The STA checks whether there is a next channel to be
scanned (S2470). When a next channel to be scanned exists,
the STA may return to step S2410 and transmit a probe
request frame to the next channel.

Meanwhile, when a next channel to be scanned does not
exist, the STA generates a final report with respect to an AP
scanned up to a current timing (S2480), terminates the scan-
ning process, and returns a final report (S2490).

FIG. 25 is a flow chart illustrating a process of performing
active scanning by an AP which receives a probe request
frame according to an embodiment of the present invention.
The process of performing active scanning by the AP illus-
trated in FIG. 25 is a procedure combining the active scanning
methods according to an embodiment of the present invention
as described above, and illustrates one of available combina-
tions of the active scanning method according to an embodi-
ment of the present invention as described above.

Referring to FIG. 25, an AP (or a mesh STA, or an STA of
an IBSS) receives a probe request frame (S2500).

The AP (or the mesh STA or STA of IBSS) checks infor-
mation regarding a response target AP included in the
received probe request frame (S2510). For example, the AP
may check SSID, BSSID, SSID List, HESSID, MeshID,
inclusion list, exclusion list, and the like, included in the
probe request frame.

The AP (or the mesh STA or STA of IBSS) determines
whether the AP is a response target AP (S2520). When the AP
(or the mesh STA or STA of IBSS) is not a response target AP,
the AP terminates the responding process with respect to the
received probe request frame.

Meanwhile, when the AP (or the mesh STA or STA of
IBSS) is a response target AP, the AP checks capability infor-
mation regarding an STA and preference information regard-
ing an AP included in the received probe request frame
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(S2530). For example, the AP may check an RSN information
element, capability filter information element, and the like, of
the probe request frame. Also, the AP (or the mesh STA or
STA of IBSS) may check its current load state, or the like. The
capability information regarding an STA and the preference
information regarding an AP included in the probe request
frame has been described in detail above, so a description
thereof will be omitted.

The AP (or the mesh STA or STA of IBSS) determines
whether it satisfies preference of the STA based on the capa-
bility information regarding an STA and preference informa-
tion regarding an AP included in the received probe request
frame (S2540) that are necessary for association with the
STA. Also, the AP (or the mesh STA or STA of IBSS) may
determine whether it is capable of accommodating the STA in
consideration of its current state.

Ifthe AP (or the mesh STA or STA of IBSS) determines that
it will not permit an association of the STA later or the AP (or
the mesh STA or IBSS STA) does not satisfy preference of the
STA, the AP (or the mesh STA or STA of IBSS) may not
transmit a probe response frame or may transmit a null probe
response frame without a frame body to the STA to inform the
STA that an association of the STA later will not be permitted,
or may transmit a null probe response frame including a
reason code to even inform the STA about the reason of not
permitting an association of the STA later (S2545). And, the
AP (or the mesh STA or STA of IBSS) terminates the
responding process with respect to the received probe request
frame.

Meanwhile, when the AP (or the mesh STA or STA of
IBSS) determines that it will permit an association of the STA
later or when it satisfies preference of the STA, the AP (or the
mesh STA or STA of IBSS) checks timeout interval informa-
tion regarding a response reception time included in the probe
request frame, and determines whether the response recep-
tion time has lapsed by comparing the timeout interval infor-
mation with the duration from a timing at which the probe
request frame was received to a current time (S2550). When
the response reception time has lapsed, the AP (or the mesh
STA or STA of IBSS) does not transmit a probe response
frame and terminates the process.

Meanwhile, when the timeout interval has not lapsed, the
AP (or the mesh STA or STA of IBSS) transmits a probe
response frame (S2560).

The AP (or the mesh STA or STA of IBSS) checks whether
an ACK frame with respect to the probe response frame has
been received (S2570).

When an ACK frame has been successfully received, it
means that the probe response frame was successfully trans-
mitted, so the AP (or the mesh STA or STA of IBSS) termi-
nates the probe response frame processing procedure
(S2580).

Meanwhile, when the ACK frame has not been success-
fully received, a probe response frame should be retransmit-
ted. Thus, the AP (or the mesh STA or STA of IBSS) returns
to the step S2550, determines whether the timeout interval
has lapsed at a current timing, and retransmits a probe
response frame or terminates the probe response frame pro-
cessing procedure.

FIG. 26 is a block diagram of a wireless device to which an
embodiment of the present invention is applicable. The wire-
less device may be an STA or an AP.

Referring to FIG. 26, a wireless device 2600 includes a
processor 2610, a memory 2620, and a transceiver 2630.

The processor 2610 implements a function of the STA or
the AP in the foregoing embodiments. The processor 2610
generates a probe request frame including information
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regarding a response target AP (inclusion list, exclusion list),
capability information regarding a station, preference infor-
mation regarding a response target AP, information regarding
a response reception time with respect to a probe request
frame, and the like. Also, the processor 2610 may determine
whether to transmit a probe response frame in response to the
probe request frame including the foregoing information, and
transmit a probe response frame, transmit a null probe
response frame, or may not transmit a probe response frame.

The memory 2620 may generate and store a probe request
frame including information regarding a response target AP
(inclusion list, exclusion list), capability information regard-
ing a station, preference information regarding a response
target AP, information regarding a response reception time
with respect to a probe request frame, and the like. Also, the
memory 2620 may receive and store a probe request frame
and a probe response frame according to an embodiment of
the present invention.

The transceiver 2630 may transmit or receive a radio signal
and implements a physical layer of the IEEE 802.11 standard.
For example, a physical layer supporting HT, VHT, or the
like, may be implemented.

The processor 2610 and/or the transceiver 2630 may
include an ASIC (Application-Specific Integrated Circuit), a
chip set, alogical circuit and/or a data processor. The memory
2620 may include a ROM (Read-Only Memory), a RAM
(Random Access Memory), a flash memory, a memory card,
a storage medium, and/or any other storage devices. When the
embodiments are implemented by software, the foregoing
techniques may be implemented by modules (processes,
functions, or the like) performing the foregoing functions.
The modules may be stored in the memory 2620 and executed
by the processor 2610. The memory 2620 may be provided
within or outside the processor 2610, or may be connected to
the processor 2610 through a well-known unit.

In an embodiment of the present invention, information
items added to a probe request frame are designed to be
compatible in operating with legacy STAs (or APs). Also, in
an embodiment of the present invention, information items
added to a probe request frame are defined as information
elements, and since a legacy WLAN STA (or AP) disregards
it, they are operable without any problem although the legacy
STA (or AP) exists in the WLAN system. When the legacy
STA (or AP) receives a probe request frame according to an
embodiment of the present invention, the legacy STA (or AP)
operates according to an active scanning procedure of the
existing 802.11.

While some exemplary embodiments of the present inven-
tion have been described with reference to the accompanying
drawings, those skilled in the art may change and modify the
present invention in various ways without departing from the
essential characteristic of the present invention. Accordingly,
the disclosed embodiments should not be construed to limit
the technical spirit of the present invention, but should be
construed to illustrate the technical spirit of the present inven-
tion. The scope of the technical spirit of the present invention
is not limited by the embodiments, and the scope of the
present invention should be interpreted based on the follow-
ing appended claims. Accordingly, the present invention
should be construed to cover all modifications or variations
induced from the meaning and scope of the appended claims
and their equivalents.

What is claimed is:

1. A scanning method in a wireless local area network
(WLAN) system, the method comprising:

transmitting, by a station, a probe request frame, via a

channel; and
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receiving, by the station, a probe response frame from a
target access point (AP) to respond to the probe request
frame based on information indicated by the probe
request frame,

wherein the information indicated by the probe request
frame includes at least one of information regarding a
max channel time and preference information regarding
the target AP,

wherein the information regarding the max channel time
includes information indicating a time that the station is
available after transmission of the probe request frame to
receive the probe response frame as responses with
respect to the probe request frame in the channel,

wherein when the max channel time is lapsed, the probe
response frame is not transmitted by the target AP, and

wherein the preference information regarding the target AP
indicates what the target AP needs to satisfy to transmit
the probe response frame to the station.

2. The method of claim 1, wherein when the information
regarding the response reception time is included in the probe
request frame, the station receives the probe response frame
from the target AP during the response reception time indi-
cated in the probe request frame, after transmitting the probe
request frame.

3. The method of claim 1, wherein the preference informa-
tion regarding the target AP includes information indicating
preferences on capability of the target AP including informa-
tion indicating preference with respect to high throughput
(HT) capability of the target AP which responds to the probe
request frame and information indicating preference with
respectto very high throughput (VHT) capability of the target
AP, and

the STA receives the probe response frame from the target
AP in case that the target AP satisfies the preference
information regarding the target AP indicated in the
probe request frame.

4. The method of claim 3, wherein the preference informa-
tion regarding the target AP further includes at least one of
information indicating preference with respect to access
delay of the target AP, information indicating preference with
respect to link quality of the target AP, information indicating
preference with respect to an operating condition of the target
AP, information indicating preference with respect to a net-
work of the target AP,

wherein in case that the preference information regarding
the target AP is included in the probe request frame, the
station receives the probe response frame from the target
AP satisfying the preference information regarding the
target AP.

5. The method of claim 1, wherein when the station gen-
erates intermediate scanning results with respect to the
response target AP and discovers an AP to be associated based
on the generated intermediate scanning results, the station
instructs scanning abort in the middle of the scanning.

6. The method of claim 1, further comprising:

selecting, by the station, a next channel to be scanned based
on information regarding a neighbor AP included in the
probe response frame,

wherein the information regarding a neighbor AP includes
a neighbor report.

7. The method of claim 1, wherein the information regard-
ing a response reception time further includes information
indicating a time at which the station starts to receive the
probe response frame, and

in case that the information indicating a time at which the
probe response frame starts to be received is included in
the probe request frame, the station receives the probe
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response frame from the target AP during the response
reception time indicated in the probe request frame start-
ing from the time at which the probe response frame
starts to be received that is indicated in the probe request
frame, after transmitting the probe request frame.

8. The method of claim 1, wherein the probe request frame
further includes list information regarding an AP which is to
respond to the probe request frame by using at least one of an
SSID (Service Set Identifier), a BSSID (Basic Service Set
Identifier), an MESHID (Mesh Identifier), an HESSID (Ex-
tended Service Set Identifier), and a Network ID of the AP
which should respond to the probe request frame.

9. The method of claim 1, wherein the probe request frame
further includes list information regarding an AP which
should not respond to the probe request frame by using at least
one of an SSID (Service Set Identifier), a BSSID (Basic
Service Set Identifier), an MESHID (Mesh Identifier), an
HESSID (Extended Service Set Identifier), and a Network ID
of the AP which should not respond to the probe request
frame.

10. The method of claim 1, wherein the probe request
frame includes capability information regarding the station,

wherein the capability information regarding the station

includes at least one of extended capability information,
high throughput capability information, very high
throughput capability information, and security capabil-
ity information.

11. The method of claim 1, further comprising:

discovering, by the station, an AP to be associated by

receiving at least one of short beacon frames, measure-
ment pilot frames, short probe response frames, probe
response frames transmitted in a broadcast manner, and
probe response frames transmitted according to a
request from other stations.

12. The method of claim 1, wherein the probe response
frame is discarded based on the information regarding a
response reception time.

13. The method of claim 1, wherein in case the max chan-
nel time is lapsed, the target AP does not transmit the probe
response frame to the station.

14. The method of claim 1, wherein in case the target AP
does not satisfies the preference information, the target AP
does not transmit the probe response frame to the station.

15. A scanning method in a wireless local area network
(WLAN) system, the method comprising:

receiving, by an access point (AP), a probe request frame

from a station;

determining, by the AP, that the AP satisfies the preference

information regarding the target AP; and

transmitting, by the AP, a probe response frame to the

station,

wherein the probe request frame includes at least one of

information regarding a max channel time and prefer-
ence information regarding a target AP to respond to the
probe request frame,
wherein the information regarding the max channel time
includes information indicating a time that the station is
available after transmission of the probe request frame to
receive the probe response frame as responses with
respect to the probe request frame in the channel,

wherein when the max channel time is lapsed, the probe
response frame is not transmitted by the AP, and

wherein the preference information regarding the target AP
indicates what the AP needs to satisfy to transmit the
probe response frame to the station.

16. The method of claim 15, wherein the preference infor-
mation regarding the target AP includes information indicat-
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ing preferences on capability of the AP including information
indicating preference with respect to high throughput (HT)
capability of the target AP which responds to the probe
request frame and information indicating preference with
respectto very high throughput (VHT) capability of the target
AP, and
when the AP satisfies the preference information regarding
the target AP indicated in the probe request frame, the
AP transmits the probe response frame to the station, and
when the AP does not satisfy the preference information
regarding the target AP, the AP does not transmit the
probe response frame to the station.

17. The method of claim 16, wherein the preference infor-
mation regarding the target AP further includes at least one of
information indicating preference with respect to access
delay of the target AP, information indicating preference with
respect to link quality of the target AP, information indicating
preference with respect to an operating condition of the target
AP, information indicating preference with respect to a net-
work of the target AP,

wherein in case that the preference information regarding

the target AP is included in the probe request frame,
when the AP satisfies the preference information regarding
the target AP, the AP transmits the probe response frame
to the station, and when the AP does not satisfy the
preference information regarding the target AP, the AP
does not transmit the probe response frame to the station.

18. The method of claim 15, wherein the probe response
frame includes information regarding a neighbor AP,

wherein the information regarding a neighbor AP includes

a neighbor report.

19. The method of claim 15, wherein the information
regarding a response reception time further includes informa-
tion indicating a time at which the station starts to receive the
probe response frame, and

in case that the information indicating a time at which the

probe response frame starts to be received is included in
the probe request frame, the AP does not transmit the
probe response frame to the station until a time at which
the probe response frame starts to be received is reached,
and transmits the probe response frame to the station
during the response reception time indicated in the probe
request frame starting from the time at which the probe
response frame starts to be received that is indicated in
the probe request frame.

20. The method of claim 15, wherein the probe request
frame includes capability information regarding the station,
and the AP determines whether to permit an association of the
station thereto when the AP receives an association request
from the station based on the capability information regard-
ing the station, and

in case that the AP decides to permit an association of the

station thereto, the AP transmits the probe response
frame, and

in case that the AP decides not to permit an association of

the station thereto, the AP does not transmit the probe
response frame to the station or transmits a null probe
response frame to the station.

21. The method of claim 15, wherein the probe request
frame includes at least one of list information regarding an AP
which should respond to the probe request frame and list
information regarding an AP which should not respond to the
probe request frame, and

in case that at least one of the list information regarding an

AP which should respond to the probe request frame and



US 9,307,484 B2

43

the list information regarding an AP which should not
respond to the probe request frame is included in the
probe request frame,

when the AP corresponds to the list regarding an AP which

should respond to the probe request frame, the AP trans-
mits the probe response frame to the station, and

when the AP corresponds to the list regarding an AP which

should not respond to the probe request frame, the AP
does not transmit the probe response frame to the station.

22. The method of claim 15, wherein the probe response
frame is discarded based on the information regarding a
response reception time.

23. The method of claim 15, wherein in case the max
channel time is lapsed, the AP does not transmit the probe
response frame to the station.

24. The method of claim 15, wherein in case the AP does
not satisfies the preference information, the target AP does
not transmit the probe response frame to the station.
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